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Pabouast mporpammMa IUCHUTUIMHBI (MOIYJIS)

B51.0.04.15 OBIIENNPO®ECCUOHAJBHBIN MOIYJIb

Kadenpa:

Hanpasnenue
MMOJATOTOBKHU:

HanpagnenHocTh
(mpoduns):

KBamuduxanus
BBIITYCKHUKA:

dopma 00yUyeHUS:

['ox Habopa:

OO0mas
TPYJAOEMKOCTb:

NudopmanunonHasi 0e30MaCHOCTD
I/IH(l)OpMaHI/IOHHBIC TCXHOJIOTHH U CUCTCMBbI YIIPABJICHUA

15.03.02 TexHoIOrM4ecKue MaIIMHbBI K 000PYI0BaHUE

TexHOJ0rnyeckue npoueccsl 1 000pyI0BaHUE
MIPOU3BOJICTBEHHBIX CUCTEM

bakamaBp

3a04Hast
2026

216 gacos/6 3.c.

Meneys, 2026 1.



[Iporpammy cocTaBui(M):
K.T.H. go1ieHT CmupHoB Jlenuc FOpbpeBuu

Pabouyas mporpamMma TUCHUIIIMHBI (MOJTYJIS)

"UnpopMannonHasi 6e30mMacHOCTh"

pa3paboTaHa Ha OCHOBAaHUHU y4e€OHOTO TUIaHA, YTBEPKIEHHOTO YYEHBIM COBETOM 26 MapTa
2026 r. npotokoi Ne 9 B coorBeTcTBUU ¢ DI'OC BO ®enepanbHbli TOCy1apCTBEHHBIN
00pa3oBaTeNbHbIN CTaHAAPT BHICIIETO 00pa30oBaHus - OakajgaBpuaT MO HAMPaBICHUIO
noarotoBku 15.03.02 TexHosornueckue MaliHbl 1 000pyI0BaHuE (MpUKa3 MUHOOpHAYKH

Poccun ot 09.08.2021 r. Ne 728),

PykoBoautens OITOII
Kann. Texu. Hayk, nouent ConoseeBa ELA. -

Pabouas mporpamma 00CYKI€HA HA 3aCEIaHuu 00eCIIeUYnBaroIIei Kabeapbl
NudopmanuoHHble TEXHOJOTUH U CHCTEMbI YIIPABJIEHUS

[Tpotokon ot 28 ampens 2026 . Ne 8

PaGouas IIporpamMmMa CorjacoBaHa Ha 3aceJaHUM BBITYCKAIOILICH Kad)GIIDLI
IInmeBbie TEXHOJOTUHA U NMPOMBIINJICHHAA HHKCHCPUA

[Iporokoi ot 28 ampens 2026 . Ne 8
3aB. kadeapoii Kysuenosa E.B. Lt
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[MPO®ECCUOHAJILHON OBPA30BATEILHOI ITPOTPAMMBI U OB EM C
PACIIPEJEJIEHUEM T10 CEMECTPAM
3. IJIAHUPYEMBIE PE3YJIBTATBI OBYUEHUA 110 AUCLUITIVHE (MOJYJIIO),
COOTHECEHHBIE C PE3VJIBTATAMY OCBOEHIS OCHOBHOM
[TIPO®ECCHUOHAJIBHOU OBPA3OBATEJILHOM [TPOIPAMMBI
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5. METOJJUYECKHWE YKA3AHNS JJI9 OPTAHU3AILIMM CAMOCTOSTEJIBHON
PABOTHI CTYZAEHTOB

6. OUEHOYHBLIE 1 METOJJUYECKUE MATEPUAIJIbI

7. VYEBHO-METOJIMYECKOE Y UHOOPMALIMOHHOE OBECIIEYEHUE
JCLATUTMHBI (MOIYJIST)

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEUEHUE JUCHUIIJIMHBI (MOIYJIA)

9. OPTAHU3 AL OGPA3OBATEJIBHOI'O ITPOLIECCA IJIA JIUIL C
OI'PAHMUYEHHBIMU BO3MOXKXHOCTAMU 3[1OPOBbBA



1. LIEJIM ¥ 3AJIAYM OCBOEHUSI JUCIUATILIMHBI (MOLYJIS)

1.1. Hean:

O3HAKOMUTBH 00YYAIOIIMXCS C TPABOBBIMI OCHOBaMH 3alIUTHl HH(GOPMAIUH, OPTaHU3aIMOHHBIMU METOIAMH 3aLUThl HH(POPMAIINH,
MaTeMaTHYECKUMH METOIaMH, JISKAIMHU B OCHOBE 3aIllUTHI HH(OPMAIHH.

1.2. 3agaum:

-03HAKOMJICHUSI 00YYAIOIIUXCSI C MEPaMH M MEPOTIPHATHIMH, 00SCICYMBAIOIIUMY 0€30MacHOCTh HHGOPMAIMU U HHPOPMAIIMOHHBIX
CHCTEM;

-paccMOTpETh OCHOBHBIE MOJXOIbI K 3aIIUTe HH(POPMAIIUHY;

-03HAKOMHUTH 00YJaIOIUXCs ¢ HanboIee MUPOKO MPUMEHUMBIMU BUIAMH TEXHHYECKUX U IIPOrPAMMHBIX CPE/ICTB 3aIUTHI
UHPOPMAITHH.

2. MECTO JUCHMILTUHBI (MOJYJIsI) B CTPYKTYPE OBPA3OBATEJILHOM ITPOI'PAMMBI 1 OB BEM C
PACIIPEJEJIEHMEM I10 KYPCAM

uxi (pazaen) OIT: "WMubopmalronHas 6€301aCHOCTS"

JuctmmmuHa oTHOCUTCS K 00s3atenbHoi yacTi OITOIT u o6s13aTenbHa 111 OCBOCHUSI.

CBa13b ¢ npeamecTBYRIIUMHA TUCHHIVIMHAMHA (MOZIyJ'IﬂMl/I), NpaKTHKaMHu

Ne n/m HanmenoBanue Kypc Indp xkomnereHUA
WHocTpaHHBIH A3bIK B TPOGECCHOHATBHON OIIK-6.1, OIIK-6.2, OIIK-6.3, YK-4.4, VK-
1 3
JIEATETLHOCTH 4.5, YK-4.6
2 35 3 OIIK-4.1, OIIK-4.2, OTIK-4.3, OITK-9.1,
JIEKTPOTEXHHUKA U JJIEKTPOHHKA OI1K-9.2. OIIK-9.3
3 OBHAKOMUTENBHAS IPAKTHK 5 YK-7.1, YK-7.2, YK-7.3, OIIK-14.1, OIIK-
SHAKOMUTCIBHAR paKTHia 14.2, OTIK-14.3, YK-4.1, YK-4.2, VK-4.3
4 OCHOBBI QITOPUTMH3ALAN U TIPOTPAMMHPOBAHUS 1 OIIK-14.1, OIIK-14.2, OTIK-14.3
5 o N 1 VK-1.1, YK-1.2, YK-1.3, OIIK-4.1, OIIK-
CHOBBI HHPOPMAITHOHHBIX TEXHOIOTUI 42, OTIK-4.3
6 [TakeThl NpUKIaIHBIX IPOTPaMM IS 1 OIIK-2.1, OIIK-2.2, OIIK-2.3, OIIK-4.1,
poheCCHOHANBEHON ICATEIBHOCTH OIlK-4.2, OIIK-4.3
7 Pa3paboTka NporpaMMHBIX IPHIOKEHUN 1 OIIK-14.1, OIIK-14.2, OIIK-14.3

Pacnpe)lene}me YacoB JUCHUIIJIMHBI

Kypc 4

Bup 3anstuit Mg PIT Hroro
Jlekun 4 4 4
JlaGopatopHsbie 6 6 6 6
[IpaxkTuueckue 4 4 4

B tom uncne anmektpon. |14 | 14 |14 | 14

B tom uncine B popme | 2 2 2 2
MPAKT.MOATOTOBKH

Uroro ayn. 14 |14 |14 |14
KonrakrtHast pabora 14 |14 |14 |14
Cam. pabora 189 | 189 | 189 | 189
Yacel Ha KOHTPOJIb 13 |13 |13 |13
Htoro 216 | 216 | 216 | 216

Buj npome:kyTo4HOM aTTeCTALIMN:
Ox3zamen 4 Kypc

3auér 4 Kypc

3. IVIAHUPYEMBIE PE3YJIbTATbI OBYYEHUA 110 AUCHUIIIMHE (MOZY.110), COOTHECEHHBIE C
PE3YJBTATAMUN OCBOEHHUSA OCHOBHOU MNPOP®ECCUOHAJIIBHOU OBPA3OBATEJBHOU TPOI'PAMMBI
TIpouecc U3ydyeHus: TMCUMIUIMHBI (MOJIYJIS ) HANpaBJieH Ha (JOPMHUPOBAHHE CIEAYIOIINX KOMIIETCHLIUI U MHIUKATOPOB UX

OIIK-14:Cnoco0eH pa3padaThIiBaTh aJrOPUTMbI M KOMIIBIOTEPHbIE IPOTPAMMBbI, IPUTO/IHbIE 115 MPAKTHYECKOI0
NpUMeHeHHs.




OIIK-14.1: 3naeT nporecchl, METOIbI IIOUCKa, cOopa, XpaHeHHsI, 00paOdOTKH, IPEIOCTABICHHS, PACTIPOCTPaHEHUS HHPOPMAITIH
Y CIIOCOOBI OCYIIECTBIICHHUS TAKHUX MPOIECCOB M METOAOB (MH(OPMAIIMOHHBIC TEXHOJIOTHH ); JIOTUKY MIOCTPOCHUS W PUHIIHITBI
(YHKIHMOHUPOBAHHUS COBPEMEHHBIX SI3bIKOB IIPOrPAMMHUPOBAHHUS U S3bIKOB pabOThI ¢ 0a3aMu JaHHbBIX, Cpell pa3paboTKu
MH(QOPMALMOHHBIX CUCTEM U TEXHOJIOTHH, IPUHIIUITEI Pa3pabOTKU aJiTOPUTMOB U KOMITBIOTEPHBIX MIPOrPaMM; COBPEMCHHBIC
SI3BIKH IPOTPAaMMUPOBAHUSI U SI3BIKK PAOOTHI ¢ 0a3aMU JaHHBIX, CPEbl pa3paboTKU HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHIA

OIIK-14.2: YMmeer BbIOMpaTh SI3BIKK IPOTPAMMHUPOBAHHUS U S3bIKK pabOThI ¢ 0a3aMu TaHHBIX, CPEJIb Pa3pabOTKH
MH()OPMALMOHHBIX CUCTEM U TEXHOJIOTUH, UCXOS U3 MMEIOIIUXCS 3aa4; IPUMEHATh COBPEMEHHBIE SI3BIKM TPOTPAMMHUPOBAHUS
JUIs pa3paboTKN OPUTMHAJIBHBIX AITOPUTMOB M KOMIBIOTEPHBIX POTPaMM, IIPUTOAHBIX JJIS TPAKTUUECKOTO IPUMEHEHHUS, BECTH
6a3bI JaHHBIX ¥ MH()OPMAIMOHHbBIE XPAaHWININA, IPIMEHITH COBPEMEHHBIE ITPOTrPaMMHBIE CPE/Ibl pa3paOd0oTKN HH( OpMaMOHHbBIX
CHCTEM M TEXHOJIOTHI; YATATh KOJBI NPOTPAaMMHBIX IPOJYKTOB, HAIIMCAHHBIX HA OCBOCHHBIX SI3bIKAX POrPAaMMHUPOBAHUS, 1
BHOCHTB TpeOyeMble H3MEHEHHS; aHAIN3UPOBATH MPO(ECCHOHANBHBIC 3aJaUl, pa3padaThIBaTh MOAXOAAIINE HHPOPMAIIHOHHBIE
peLIeHus; CaMOCTOSITENIFHO OCBaNBaTh HOBBIE JUIS CE0s1 COBPEMEHHBIE SI3BIKM TPOTPaMMHPOBAHUS U SI3bIKU paboThI ¢ Oa3zaMu
JaHHBIX, CPEbl, Pa3pabOTKH HHPOPMAIMOHHBIX CHCTEM M TEXHOJIOTHH

OIIK-14.3: Brageer HaBBIKaMH pa3paOO0TKH OPUTHHAIBHBIX aJlTOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOIHBIX IS
MPaKTUYECKOT0 NMPUMEHEHMS; HaBBIKaMU OTJIAZIKU U TECTUPOBAHUS MPOTOTHUIIOB MPOrPaMMHO-TEXHUUYECKIX KOMIUIEKCOB 33134

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/IbI, CIIOCOOLI M CPe/ICTBA MOJIy4YeHUsl, XPaHeH s, TepepadoTKU HH(OopMaLU
NP peleHny 3a1a4 NpodecCHOHATBHOI AesITeILHOCTH;

OIIK-2.1: 3HaeT OCHOBHBIE METO/IbI, CHOCOOBI U CPECTBA MOJTYUYEHUsI, XpaHEHNUs, epepaboTKu HHPOpMaIUN

OIIK-2.2: YMeeT npUMEHATh B MPO(HECCHOHATBHOMN IEATSILHOCTH OCHOBHBIC METO/IBI, CIIOCOOBI M CPECTBA MOJIYUCHUS,
XpaHeHUs, TepepadoTku HHGOpMaLUH

OIIK-2.3: BnageeT HaBbIKaMU TIPUMEHEHUS] OCHOBHBIX METOJIOB, CIIOCOOOB M CPE/ICTB MOJIy4eHHs, XpaHEHUsI, TIepepadOTKH
HHPOpPMATTT

OIIK-4:Crnioco6eH MOHMMATH NPUHIOUIBI Pa00OTHI COBPEMEHHBIX HH(POPMAIIHOHHBIX TEXHOJIOTHIl H HCMOJb30BATh HX IS
pelreHns 32124 MPo(hecCHOHATLHOM e TeIbHOCTH;

OIIK-4.1: 3naeT nporeccsl, METOABI IIOMCKA, cOOpa, XpaHEHHs, 00pabOTKH, IPEICTABICHUS, PACTIPOCTPAHEHNS HH(POPMAIHH 1
CIOCOOBI OCYLIECTBIICHNSI TAKUX TIPOLIECCOB U METOIOB (MH(OPMAIIIOHHBIE TEXHOJIOTHUH); COBPEMEHHbBIE HHCTPYMEHTAaJIbHBIE
Cpebl, TPOrpaMMHO-TEXHHYECKHE TITaTGOPMBI U IIPOTPAMMHBIE CPEJICTBA, B TOM YHCIIE OTEUYECTBEHHOTO IPOM3BOCTBA,
UCIIOJNIb3YEMBbIE JJISl PELICHUs 3a71a4 MPO(PECCHOHANBHOM JIESITeNIbHOCTH, M IIPUHIUIIBL UX pabOThI

OIIK-4.2: YMeeT BBIOMPATh 1 MCHOIB30BaTh COBPEMEHHbBIE HH(POPMAMOHHO -KOMMYHHUKAIIMOHHBIE 1 HHTEJIEKTyalbHbIE
TEXHOJIOTHH, HHCTPYMEHTAJIbHBIE CPEJIbl, IPOrPaMMHO-TEXHHYECKUE TUIaTQOPMBI M IPOTPaMMHBIE CPEJICTBA, B TOM YHCIIE
OTEYECTBEHHOTO IIPOU3BOJICTBA, [UIS PEIICHNUS 3aa4 NPO(EeCCHOHATBHON AEATEIbHOCTH; aHATU3UPOBATH MPO(HECCHOHATIBHBIC
3aJja4u, BEIOUPATh U UCIIOJIb30BATh MOAXO0ISI1Ee HH)OPMALIUOHHBIE TEX HOJIOTHH

OIIK-4.3: Bnaneet HaBBIKaMHU paOOTHI C JAHHBIMU C IIOMOIIBI0 HHPOPMAITHOHHBIX TEXHOJIOTHIT, HABBIKAMU TIPUMCHEHUS
COBPEMEHHBIX HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX U HHTEJUICKTYAIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPE/I,
MPOTPAMMHO-TEXHUYECKUX TUIATGOPM H IPOTPAMMHBIX CPEIICTB, B TOM YHCIIE OTEIECTBEHHOTO IMPOU3BOJICTBA, LIS PEIICHHUS
3a/a4 IpoPEeCCUHOHANBHON eI TEIBHOCTU

OIIK-6:Crnoco6eH pemaTsh CTaHAapPTHBIE 32124 MPO(ecCHOHAIBHOI 1eATeJIbHOCTH HA 0CHOBEe HH(OPMAIIMOHHOI 1
Oondmorpaduyeckoii KyJIbTyphl ¢ IPpUMEHeHHeM HH(POPMAIIMOHHO-KOMMYHUKAMOHHBIX TeXHOJIOTHI;

OIIK-6.1: 3HaeT npuHIUIE HHOOPMAIIMOHHOHN 1 OHOIHMOTpadhUIecKoi KyIbTyphl, METOIBI U CPENICTBA PEIICHHS CTaHIAPTHBIX
3aJa4 MpoQecCHOHANIBHON NESTENbHOCTH C IPUMEHEHHEM HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHMH NMHYOPMALMOHHOH Oe301IacHOCTH

OIIK-6.2: YMeeT peniaTh CTaHIAPTHBIC 3312490 MPOPECCHOHATBHOMN NesTeTbHOCTH Ha OCHOBE HH()OPMAIIHOHHOM 1
6ubmrorpaduuecKkoil KyJIbTypbl ¢ IPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C YYETOM OCHOBHBIX
TpeboBaHuil HHPOPMAIIMOHHOH 6€30MaCHOCTH

OIIK-6.3: Biaameer MeTogaMu MOMCKA U aHaJIM3a HHGOPMAIIMHU JIJIs IOATOTOBKH JOKYMEHTOB, 0030pOB, pedepaToB, TOKIIAIO0B,
MyOJIMKaLMi, Ha OCHOBE MH(POPMANMOHHOI 1 GNOIHorpaduIeckoi KyabTypsl ¢ yIeTOM COOIIOICHNS aBTOPCKOTO TIpaBa 1
TpeboBaHuil HHPOPMAIIMOHHOH 6e30MaCHOCTH

4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI (MOAYJIA)

HaumenoBanus pa3ienos, TeM, HX HNnauxaTopsl
Kon Hure | Ipak.
KpaTKoe coAep:KaHue U pe3yabTaThl Kypc Yacol JOCTHIKEHHS Buabl KOHTPOJIsSA
3aHATHUA PaKT. moar.
O0CBOCHHUSA /BI/II[ 3aHaATHSA/ KOMIIETCHIIMH
Paznen 1.0cHoBHBIE BUABI H
HCTOYHUKH aTaK Ha HH(OPMALHIO
1.1 Tema 1. OcHOBHbIE BUABI H 4 1 0 0 OIIK- YcTHBIN onpoc
HCTOYHUKH aTaK Ha HH(POPMALHIO 2.1,0I1K-
Kpartkoe conepixanue: 4.1,0I1K-
1.1 CoBpemeHHasi cUTyanus B 00,1aCTH 6.1,0I1K-14.1

HH(pOopMaMOHHOIi 6e30MacHOCTH;
1.2 Kareropuun nngopmanuoHHoii
O0e3omacHoCTH

1.3 AGcTpaKkTHBIE MOIEJIH 3ALUTHI
uHopmanumn




1.4 O630p HanbGos1ee
PacnpoCTPpaHEHHbIX MeTO10B
"B310Ma"

3HATh: COBpPeMeHHbIe MeTO/IbI
o0ecrieyeHHs HeJOCTHOCTH M 3aLIMTHI
uHGopMaIMH U TPOrPAMMHBIX
CPeACTB OT HECAHKIHOHMPOBAHHOI0
AOCTyNa U KonuposBaHus. /Jlex/

1.2 JlaGopaTopHas padora 1. 1 OIIK- Oruer 1o 1abopaTopHOH
IIndposanne n nemmdpposanne 2.2,0IIK- | pabore, TecTHpOBaHHE
(aiisioB npu moMomM NpocTeHIMMX 2.3,0IIK-
nporpamMm 4.2,0TIK-

Kpartkoe conep:kanue: lllndppoBanue 4.3,0IIK-
u AemndpoBanue PaiijaoB npu 6.2,0I1K-
TMOMOUIM MPOCTEHIINX MPOrpaMm 6.3,0I1K-
YMeThb: BbIOPaTh COOTBETCTBYIOIIHE 14.2,0I1K-
OpraHu3alUOHHbIC U IPOrPaMMHO- 14.3
anmapaTHble CpecTBa s

OpraHM3aluu CHCTEM

HH(OPMALMOHHOI 3a1UTHI

BJIA/IETh: METOIaMH 3aIIUThI

uH$popMaIMH U MTPOrPAMMHOIO

obecnieyeHns OT

HeCAHKIHOHMPOBAHHOIO 10CTyNa U

KOMMPOBAHUS

/J1ad/

1.3 Tema 1. OcHOBHBIE BUJBI H 32 OIIK- Bomnpocsr s
HCTOYHHUKH aTaK Ha HHGpopManuio 2.1,0IIK- CaMOIOATOTOBKH
KpaTkoe coaep:kanue: u3y4uThb 2.2,0IIK-

COBPEMEHHYH CUTYalHI0 B 00J1aCTH 2.3,0IIK-
HHPOPMaALMOHHOI 06e30N1aCHOCTH; 4.1,0IIK-
KaTeropuu nHGopMauoOHHOK 4.2,0TIK-
0e30macHOCTH; a0CTPaKTHBIE MOJEJIH 4.3,0I1K-
3amuThl nHGoOpManuu, 0630p 6.1,0I1K-
Hau0oJiee paclpocTPaHEHHbBIX 6.2,0I1K-
MeToa0B "'B3jI0oMa" 6.3,0I1K-
3HATh: COBPEMEHHbIE METObI 14.1,0I1K-
o0ecneyeHHsl MEJOCTHOCTH U 321U ThI 14.2,0I1K-
HH(OpMaNMK U IPOrPAMMHBIX 14.3
CPeACTB OT HeCAHKIMOHMPOBAHHOIO

AOCTYNA U KONHPOBAHMS

yMeTh: BbIOPATh COOTBETCTBYIOLIHE

OpraHu3alUOHHbIE U NPOrPaAMMHO-

anmapaTHble CpeIcTBa 15

OpraHu3aluu CUCTEM

UHGOPMAILIMOHHOM 3alUTHI

BJIa/1eTh: METOIAMH 3aILHUThI

uH$popManuy U NPOrpaMMHOIO

obecnieyeHns OT

HeCAHKIHOHMPOBAHHOTO 10CTyNA U

KOMMPOBAHUSA

/Cp/

Paznen 2.CereBasi 6e30aCHOCTD

21 Tema 2. CeTeBasi 6e30MaCHOCTH 1 OIIK- VYeTHBI onpoc

Kpartkoe conepxanne: 2.1,0IIK-
2.1 ATaKkyeMmble ceTeBble KOMIIOHEHTBI 4.1,0IIK-
2.2 YpoBHM ceTeBbIX ATAK COIJIACHO 6.1,0I1K-14.1
moaemu OSI

3HATh: YCTPOMCTBO CeTeBbIX
KOMIIOHEHTOB: cepBepa, padoune
CTAaHLMH, CPe/ia nepeJayvu
uHGpopMaIMH U Y3JIbl KOMMYTALIMH
ceTeil
[Jlex/

2.2 JlabopaTopHas pabora 2. O0:xuM 1 OIIK- Ortyer no 1a60paTOpHOIL
BuToi napel. CoequHeHnne pagounx 2.2,0IIK- |paore, TecTupoBaHue
crannumii B JIBC. 2.3,0I1K-




Kpatkoe cogep:kanne: O0:xxumM BUTOM 4.2,0IIK-
napsl. CoegnHeHne padoynx cTAaHUUMH 4.3,0IIK-
B JIBC 6.2,0I1K-
YMeTh: NPOEeKTHPOBATH JIOKAJIbHYIO 6.3,0I1K-
ceTb, 00beINHSIS cepBepa, padouue 14.2,0I1K-
CTAHIMHU U Cpeay Nepeaaqyu 14.3
uHpOpManHH

BJIa/IeTh: HABBIKAMH MOHTAKa

JIOKAJILHOW CeTH.

/J1ad/

2.3 Tema 2. CereBast 6€301aCHOCTD 32 OIIK- Bompocs! 1ist
KpaTtkoe coaep:xanune: CepBepa, 2.1,0IIK- CaMOIIOATOTOBKH
paboune cTaHIUM, cpeAa Mepeaadn 2.2,0IIK-
HHQOPMALMH H Y3JIbl KOMMYTAIlHH 2.3,0IIK-
ceTeii. DTaJIOHHASI MOJE]Ih 4.1,0IIK-
B3aMMO/JEHCTBHSA OTKPBITBIX CHCTEM 4.2,0IIK-
oSl 4.3,0I1K-
3HaTh: YCTPOICTBO ceTeBbIX 6.1,0I1K-
KOMIIOHEHTOB: cepBepa, padouue 6.2,0I1K-
CTAHIUH, CPea Neperadyu 6.3,0I1K-
HHPOPMALMH H Y3JIbl KOMMYTAllUH 14.1,0IIK-
ceTeit 14.2,0I1K-
YMeTh: IPOEKTHPOBATH JIOKAILHYIO 14.3
ceTh, 00beIMHAS cepBepa, padouue
CTAHLMM U CPeay meperaun
uHpopmanuu
BJIA/IeTh: HABBIKAMH MOHTAKa
JIokaabHO# cetn. /Cp/

24 3auer. 4 OIIK- Bomnpocs! k 3auery
3HaTh NPUMHLUIIBI HH(pOPMALMOHHOI 2.1,0IIK- Nrorosoe TectupoBaHue
u Ondamorpaguyeckoii KyJabTyphl, 2.2,0IIK-
MeTOAbI M CPeCTBA pPelIeHUsI 2.3,0IIK-
CTAHJAPTHBIX 32124 4.1,0IIK-
npogeccHOHAILHOI JeTeJILHOCTH C 4.2,0TIK-
3HaeT npouecchbl, METOAbI MOUCKA, 4.3,0I1K-
cOopa, xpaHeHHs1, 00PadOTKH, 6.1,0I1K-
npeacTaBIeHHs, PACPOCTPAHEeHHUS 6.2,0I1K-
HH(opManu U crocodbl 6.3,0I1K-
OCYIeCTBJICHUS] TAKUX NPOLECCOB H 14.1,0IIK-
MeToA0B (MH()OPMALMOHHbIE 14.2,011IK-
TeXHOJIOTHH); COBPEMEHHbIE 14.3

HHCTPYMEHTAJIbHbIE CPebl,
MPOrpaMMHO-TeXHUYECKH e
m1aT¢opMsbl U IPOrpaMMHbIe
CpeACTBa, B TOM YHCJIe
0TeYeCTBEHHOT 0 MPOU3BO/ACTBA,
HCHoJIb3yeMble VISl pelleHus] 3a1a4
npogeccHOHAIBLHOM AeATeTbHOCTH, H
NMPUHIUIBI UX PAa0OTHI; JIOTHKY
MOCTPOEHUSI U MPUHIHMbI
¢GyHKIMOHNPOBaHNS COBPEMEHHBIX
SI3bIKOB NMPOTPaMMUPOBAHUS U
SI3BIKOB PadoThI ¢ 6a3aMM JaHHBIX,
cpea pa3padoTku HH(POPMAMOHHBIX
CHCTEM U TeXHOJOTWil, TIPUHIMIbI
pa3padoTKH aJropuTMOB U
KOMIbIOTEPHBIX POrpamMMm;
COBpeMeHHbIE SI3BIKH
MPOrpaMMHUPOBAHUSI U A3BIKH PadOTHI
¢ 0a3aMM JaHHBIX, cpe/ibl pa3padoTKH
HH(OPMALMOHHBIX CHCTEM U
TEXHOJIOTHiA;

YMeeT BHIOUPATH U HCHOJIB30BATH
coBpeMeHHbIe HH()OPMALTMOHHO-
KOMMYHHUKAIIMOHHBIE 1
HHTEJUIEKTyaJIbHbIe TEXHOJIOTHH,
HHCTPYMEHTAJIbHbIE CPebl,
NMPOrpaMMHO-TeXHUYECKHe




J1aT(OpMbl H POrPaAMMHbIE
CPeACTBa, B TOM 4Hc/Ie
0Te4eCTBEHHOI 0 IPOM3BOACTBA, NI
pelueHusi 32124 NpodeccuoHaIbHOI
JAeATeTbHOCTH; AHAJTU3MPOBATH
npodeccHOHATBHBIEC 3a]a4H,
BBIOMPATH U UCHO0JIB30BATH
noaxoasimue nHGpopManHOHHbIE
TeXHOJIOTHH; BHIOUPATD S3BIKH
NPOrpaMMHPOBAHMS H SI3BIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKH
UHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHii, HCXOAS M3 MMEIOLIUXCS
3a/1a4; MPUMEHATh COBPeMeHHbIe
SI3BIKH MPOTPAMMHPOBAHUSA IS
pa3padoTKN OPUTHHAJIbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NpOrpaMm, NPMIroAHBIX JJIs
NPaKTHYeCKOIr0 NPUMEHEHMs1, BECTH
0a3bl JaHHBIX M HHPOPMALIMOHHBIE
XpPaHWINIIA, IPUMEHATH
COBpeMeHHBbIE MPOrpaMMHBbIe Cpebl
pa3padoTKu HH(POPMALMOHHBIX
CHCTEM U T€XHOJIOTHIi; YUTATH KOABI
NPOrpaMMHBIX NIPOAYKTOB,
HANMCAHHBIX HA 0CBOCHHBIX S3BIKAX
NporpaMMHpPOBaHNs, H BHOCUTH
TpedyemMble H3MEHEHH;
aHAJM3MPOBATH NPogecCHOHATbHBIE
3aa4u, pa3padaTeIBaTh NOIXOASIIIHE
uH(OpMaNMOHHbIE PELIeHNUS ;
CaMOCTOSITeJIbHO OCBAUBATH HOBbIE
JJ1s1 ce0s1 COBpeMEHHbIe SI3bIKU
NPOrpaMMHPOBAHMSA U SI3bIKH PadOTHI
¢ 0a3aMH JaHHBIX, Cpeibl, pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHIf;

Buaaneer HaBbIKamMu paboThI ¢
JaHHBIMH C IOMOIIbIO
HHG(POPMALIMOHHBIX TEXHOJIOTHIH;
HaBBbIKAMHU NPUMEHEHMSs
cOBpeMeHHbIX HHGOPMALMOHHO-
KOMMYHUKAIHOHHBIX H
HHTeJLIeKTYaJbHbIX TeXHOJIOIHii,
HHCTPYMEHTAJIBHBIX Cpef,
NPOrpPaMMHO-TEXHHYECKHX MJIaTHOpPM
U NPOrPaAaMMHBIX CPE/ICTB, B TOM
YyHcie 0Te4ecCTBEHHOI0 IPOM3BO/ICTBA,
JJIs1 pelieHus 32124
npo¢ecCHOHATBLHOM 1esITeIbHOCTH;
HABBIKAMH Pa3padoTKu
OPUTHHAJIBHBIX AJITOPUTMOB H
KOMINBIOTEPHBIX MPOrpamMM,
NPUTOHBIX ISl IPAKTHYECKOT 0
NpUMeHEeHHUs; HABBIKAMHU OTJIAJAKHU U
TeCTUPOBAHMSA MPOTOTHIIOB
NMPOrpaMMHO-TeXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/3auér/

Paznen 3. Kpuntorpadus

3.1

Tema 3. Kpunrtorpagus
KpaTkoe conep:xxanue:
3.1 Kinaccuuxanus
KPUNTOAJITOPHTMOB

3.2 CumMeTpUYHbBIE
KPHITOAITOPUTMBI

OIK-
2.1,011K-
4.1,011K-

6.1,01K-14.1

VYeTHBIl onpoc




3.3 CuMMeTpHYHbIe KPUITOCHCTEMbI
3.4 AcuMMeTpHYHbIEe
KPHNTOAITOPUTMBI

3HATB: KJIacCH(PUKALHUIO
KPHNTOAITOPUTMOB, MPHHIIUI
paboThl CHMMETPHYHBIX
KPUITOAITOPUTMOB M KPHIITOCHCTEM,
NPUHIHUI Pa6oThl ACHMMETPHYHBIX
KPUITOAITOPUTMOB H

KpunrocucteMm. /Jlex/

3.2 IMpakTnyeckas padora 1. MeToan! u OIIK- OTyer no mpaKTUIECKOH
CpeacTBa 321U ThHI HHPOPMAIIMH B 2.2,0IIK- | pabote, TecTHpOBaHUE
Microsoft Office 2.3,0IIK-

KpaTtkoe cogep:xanne: Meroasl 1 4.2,0IIK-
CpeaCcTBa 321U Tl HHPOPMALNH B 4.3,0IIK-
Microsoft Office 6.2,0I1K-
YMeThb: €031aBaTh CHMMETPHYHBIE 6.3,0I1K-
KPHITOAJITOPUTMBI U 14.2,0IIK-
acHMMeTPUYHbIe KPHITOAJITOPUTMBI 14.3
BJIa/1eTh: HABBIKAMM 3a1IM(POBKHU

JAHHBIX CHMMETPHYHBIMA U

acHMMeTPUYHBIMH

xpunroaiaroputmamu /Ilp/

3.3 JlaGopaTopHas padora 3. OIIK- Oruer o 1a6. pabote
Kpunroanropurm TEA 2.2,0IIK-

KpaTkoe cogep:xanune: Peannzanmus 2.3,0IIK-
xpunroaiaropurma TEA Ha si3bIke 4.2,0IIK-
nporpammuposanus Pascal 4.3,0I1IK-
YMETb: €031aBaTh CHMMETPUYHbBIE 6.2,0I1K-
KPHMNTOAJITOPUTMBI U 6.3,0I1K-
aCHMMETPHYHBbIC KPHIITOAJITOPUTMBI 14.2,0I1K-
BJIa/IeTh: HABBIKAMM 3a1IM(POBKHU 14.3
JAHHBIX CHMMETPHYHBIMHA U
acHMMeTPUYHBIMH
Kpunroaaroputmamu /J1a6/

3.4 JlaGopaTopHas padora 4. OIIK- Ortuer no 71a6. pabore
Kpunroaaropurm Rijndael 2.2,0TIK-

KpaTkoe cogep:xanue: Peanuzanmus 2.3,0IIK-
kpunroaiaropurMa Rijndael na sa3pike 4.2,0IIK-
nporpammupoBanus Pascal 4.3,0IIK-
yMeTh: €031aBaTh CHMMeTPUYHbIE 6.2,0I1K-
KPHIITOAJITOPHTMBI U 6.3,0I1K-
ACHUMMETPHYHbIE KPUIITOAJTOPHUTMbI 14.2,0TIK-
BJIaJIeTh: HABBIKaMH 321U POBKHU 14.3
JAHHBIX CHMMETPHYHBIMHA U
acHMMeTPUYHBIMH
kpunroairoputmamu /JIad/

3.5 JlaGopaTopHasi padora 5. Ilepenaua OIIK- Ortuer 1o ;1a6. pabore
3alM(PPOBAHHOIO TEKCTA 2.2,0I1K-
kpunroaaroputmom Rijndael 2.3,0IIK-

Kpatkoe cogepxxanue: Ilepegaua 4.2,0I1K-
3alM(POBAHHOIO TEKCTA 4.3,0IIK-
kpunroaaroputvom Rijndael mo 6.2,0I1K-
JIOKAJIbHOI CeTH Ha A3bIKe 6.3,0I1K-
nporpammuposanus Pascal 14.2,0I1K-
yMeTh: €C031aBaTh CHMMeTPUYHbIE 14.3
KPUITOAITOPUTMBI

acHMMeTPUYHbIe KPHNTOAJITOPHTMBI

BJIaJieTh: HABBIKAMH 3aIIM(PPOBKHI

JAHHBIX CHMMETPHYHBIMHA U

acCHMMeETPUYHBIMH

kpunToaiaropurmamu /Ja6/

3.6 JlaGopaTopHasi padora 6. [Ipuem OIIK- Ortuer 1o ;1a6. pabore
3alM(PPOBAHHOIO TEKCTA 2.2,0I1K-
kpunroaaroputmom Rijndael 2.3,0IIK-

Kpatkoe conepxanue: [lpuem 4.2,0I1K-
3aln(ppoBaHHOIO TEKCTA 4.3,0IIK-
kpunroaaroputvom Rijndael mo 6.2,0I1K-




JIOKAJIbHOM CeTH M ero pacmm@poBKa

6.3,0I1K-

Ha si3bIKe nporpamMMupoBanus Pascal 14.2,0I1K-
yYMeTb: C031aBaTh CHMMeTPHYHbIE 14.3
KPHNTOAITOPUTMBI H

acHMMMeTPHYHbIe KPHITOAITOPUTMbI

BJIaJeTh: HABBIKAMH 32U (PPOBKH

AAHHBIX CHMMETPHYHBIMH 1

aCHMMeTPUYHBIMHA

kpunroairoputmamu /JIad/

3.7 Tema 3. Kpunrorpadpus 60 OIIK- Bompocs! 1t
Kpatkoe cogep:xxanue: Taiinonucs, 2.1,0IIK- CaMOIIOATOTOBKH
KpHNTOrpadusi ¢ KI040M, 2.2,0IIK-
CHMMETPHYHbIE KPHUIITOAITOPUTMBI, 2.3,0IIK-
aCHMMETPHYHBbIC KPHNITOAJITOPHTMBI, 4.1,0IIK-
NepecTAaHOBOYHBIE, IIOACTAHOBOYHbIE, 4.2,0I1K-
NMOTOKOBBIE MU(PbI, OJI0YHbIE 4.3,0IIK-
mugpsl 6.1,0I1K-
3HATB: KJIACCH(PUKAIMIO 6.2,0I1K-
KPHIITOAJITOPUTMOB, IPHHIAIT 6.3,0I1K-
padoTbl CHMMETPHYHBIX 14.1,0IIK-
KPHNITOAJITOPUTMOB H KPUIITOCHCTEM, 14.2,0I1K-
NPUHIHUI Pad0Thl ACHMMeTPHYHBIX 14.3
KPHNTOAITOPHTMOB H KPHIITOCHCTEM.

YMeTb: c031aBaTh CHMMETPHYHbIE
KPHNTOAITOPUTMBI H
acHMMeTpHYHbIe KPHITOAITOPHTMBI
BJIaJeTh: HABBIKAMH 3aIIH(PPOBKH
JAHHBIX CHMMETPHYHBIMH 1
aCHMMeTPUYHBIMHI
kpunroaiaroputmamu /Cp/

Paznen 4.I110 u undgopmanuoHHas
Oe3onacHocTh. KomniexkcHas cucrema
0e3omacHOCTH

4.1 Tema 4. I10 u undopmanoHHas 1 OIIK- VYcrHblit ompoc
0e3omacHoCcTh. KoMIiekcHas cucreMa 2.1,0IIK-
0e30MmacHOCTH 4.1,0IIK-
Kpartkoe coaep:xanue: 6.1,0I1K-14.1

4.1 O630p coBpemennoro I1O

4.2 OmmoKu, NpUBoOAsIIHE K
BO3MO:KHOCTH aTaK Ha uHGopMaIHI0
4.3 OcHOBHBIE NOJTOKEHHS M0
paspadorke I10

4.4 Knaccupuxanus
HHGOPMAIMOHHBIX 00bEKTOB

4.5 Moautuka poaei

4.6 Co3naHue NOJMTHKHU
uHpopManHOHHOI 0e30MacHOCTH

4.7 MeToabl odecrevyeHust
0€30TKa3HOCTH

3HaTh: HH(POPMALMOHHAS
0e30MacHOCTb B ONepPalMOHHbBIX
cucTeMax, NPUKJIAIHBIX MPOrpaMmax,
OMMOKH, MPUBOASIIHE K
BO3MOKHOCTH aTaK Ha HHGopMaLHUIo,
OCHOBHbBIE T0JIOKEHHS 10 pa3padoTke
O, kaaccudukxanmio no TpedyemMoi
cTeneHu 0e30TKa3HOCTH,
KJIaccuGuKanys M0 ypoBHIO
KOH(UIeHIHATbHOCTH, TPEOOBAHMSA
1o padore ¢ KOHPUAEHIHATBLHON
undopmanueii,

YMeThb: OPraHU30BaTh
HHGOPMAIMOHHYIO 6€30N1aCHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJI0KEHUS 10
pa3padortke I1O, ocymecTBIATH
0€30TKA3HOCTH CEPBUCOB M CIY:KD




XpaHeHHs1 JaHHBIX J0CTUIaeTcs ¢
NOMOLILI0 CHCTEM CAMOTECTHUPOBAHMS
U BHeCeHHs1 U30BITOYHOCTH HA
Pa3/IMYHBIX YPOBHSAX: alllIaPATHOM,
NpOrpaMMHOM, HHGOPMAaLIMOHHOM
BJIA/IeTh: HABBIKAMHM HACTPOMKHU
HH(popManuOHHOJ 0e30NACHOCTH B
oNepalMOHHBIX CHCTEMAX,
NPHUKJIAJHBIX IPOrpaMMmax,
HABBIKAMH IPHMEHEHHSI OCHOBHBIX
noJio:keHuii mo paspadorke I10,
METOAMKOM CO31aHUs NOJIUTHKH
0e30nmacHOCTH NpeANPHATHS,
COCTOSIICH M3 y4€Ta OCHOBHBIX
(HauboJiee ONACHBIX) PHCKOB
HHGOPMANHMOHHBIX aTaK.

/Jlex/

4.2

IIpakTHyeckas padora 2. I'enepanust
kmoveil. lllugpoBanne n
pacmugpoBKa coodeHuii B
nporpamme PGP.

Kpartkoe conep:xanue: I'enepanus
xoyeii. lllndposanne u
pacummpoBKa cool1eHUl B
nporpamme PGP.

yMeTb: OPraHU30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTD B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJIOKEHUS 10
paspabortke I10, ocymecTBIATH
0e30TKa3HOCTh CEPBHCOB M CJIYKO
XpaHeHMs1 AAHHBIX JOCTHTaeTCs C
NMOMOIIBIO CHCTEM CAMOTECTHPOBAHMS
U BHECeHMs M30bITOYHOCTH HA
Pa3JH4YHBIX YPOBHAX: aNapaTHOM,
NpoOrpaMMHOM, HHGOPMATMOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKH
HH(OPMAMOHHOIT 0€30MaACHOCTH B
onepanUHOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
HaBbIKAMHU NPUMEHEHHs OCHOBHBIX
noJio:keHuii mo pazpadorke I10O,
METOIUKOMH CO3aHUs MOJUTHKH
0e30MacHOCTH NpeANpPUSITHS,
COCTOsIIIIel U3 y4eTa OCHOBHBIX
(HanboJiee OMAaCHBIX) PHCKOB
HHGPOPMALIMOHHBIX ATAK.

Mp/

OITK-
2.2,011K-
2.3,011K-
4.2,0TIK-
4.3,011K-
6.2,0T1K-
6.3,0T1K-
14.2,011K-

14.3

OTyer no mpakTUIECKOH
pabore, TeCTUpOBaHHE

43

IIpakTHyeckas padora 3. U3menenue
napoJibHoii ¢ppasel. PGP quck
Kpatkoe conep:xanne: U3meHenne
napoJibHoii ¢ppassl. PGP quck

YMeThb: OPraHUu30BaTh
HH(popManHOHHYIO 6€30MaCHOCTh B
onepanuoOHHBIX CHCTEMAX,
NPHUKJIATHBIX MPOrpaMMmax,
NPUMEHSATH OCHOBHBIE MOJI0KEeHHUS 110
pa3padortke I1O, ocymecTBIATH
0e30TKa3HOCTh CEPBHCOB M CJIYKO
XpaHeHHsI IAHHBIX IOCTHTAETCS C
MOMOIIBI) CUCTEM CAMOTECTHPOBAHMS
U BHECEHHs U30BbITOYHOCTH HA
Pa3IMYHBIX YPOBHSX: aNMapaTHOM,
NMpPOrpaMMHOM, HHGOPMAIIMOHHOM
BJIA/IETh: HABBIKAMH HACTPOIKHU
HH(OPMALMOHHOIT 6€30MacCHOCTH B
ONepalMOHHBIX CHCTEMAX,

OIK-
2.2,0TIK-
2.3,011K-
4.2,0TIK-
4.3,0T1K-
6.2,011K-
6.3,011K-
14.2,0T1K-

14.3

OTueT 1o MpakTU4ecKou
pabote, TecTHpOBaHue




NPHUKJIATHBIX MPOrpaMmax,
HABBIKAMHU NIPUMEHEHHUs 0CHOBHBIX
nmoJiokeHuii mo paspadorke I10,
METOAMKOMH CO31aHus NOJIHTHKH
0e30nmacHOCTH NpeANpPHUATHS,
cOCTOsIIeH M3 y4eTa OCHOBHBIX
(HanboJiee OMACHBIX) PUCKOB
HHPOPMANMOHHBIX aTaAK.

Mp/

4.4 IIpakTnyeckas padora 4. 1 OIIK- OTuer 1o npaxkTH4ecKon
3ammdpoBka u pacumppoBka 2.2,0IIK- | pabote, TecTUpoBaHUE
JAaHHBIX ajaroputMom RSA. 2.3,0I1K-
KpaTkoe cogep:kanue: 3amudposka u 4.2,0IIK-
pacm@poBKa JAHHBIX AJTOPHTMOM 4.3,0IIK-
RSA 6.2,0I1K-
yMeTb: OPraHHU30BaTh 6.3,0I1K-
HHPOPMALMOHHYIO 6€30I1ACHOCTD B 14.2,0I1K-
OonepanuoOHHBIX CHCTeMAX, 14.3
NPUKJIATHBIX POrpaMMax,

NPHUMEHATh OCHOBHbIE MOJIOKEHHUS 110
paspadotke 110, ocymecTBAATH
0e30TKa3HOCThL CEPBHUCOB U CJIYXKO0
XpaHeHHsI JaHHBIX JOCTUTAeTCs ¢
NMOMOLIBI0 CHCTEM CAMOTeCTHPOBAHUS
U BHeCceHHsI M30BITOYHOCTH HA
Pa3IMYHBIX YPOBHAX: aNMapaTHOM,
NMPOrpaMMHOM, HHGOPMATHOHHOM
BJIaeTh: HABBIKAMH HACTPOHKH
HHPOPMaANMOHHOM 0€30IIACHOCTH B
OnepanMoOHHbIX CHCTEMAX,
NPUKJIATHBIX IPOrpaMMax,
HAaBBIKAMH MPHMEHEHHs] OCHOBHBIX
nmoJio:keHuii mo paspadorke I10,
METOIMKOM CO31aHUS MOJUTHKH
0e30MmacHOCTH NpeANnPUsSITHS,
cocTosilIei U3 y4eTa OCHOBHBIX
(HaunboJiee ONMACHBIX) PHCKOB
HH(}OPMaANMOHHBIX aTaK.

Mp/

4.5 Tema 4. I10 n nndopmanuoHHas 65 OIIK- Bomnpocsr mis
oe3omacHocTh. KommiiexkcHasi cucrema 2.1,0I1K- CaMOTOATOTOBKHU
0e30macHOCTH 2.2,0I1K-
KpaTtkoe coaep:xanue: o630p 2.3,0TIK-
coBpemenHoro IO, omuokm, 4.1,0IIK-
NMPHUBOJSIIHE K BO3MOKHOCTH aTaK Ha 4.2, OIIK-
HHPOPMaNHIO, OCHOBHBIE MOJI0KEHH S 4.3,0IIK-
no paspadotke I1O. Knaccuduxanus 6.1,0I1K-
1o TpedyeMoii creneHu 0€30TKA3HOCTH, 6.2,0I1K-
KJIacCM(UKALHUS N0 YPOBHIO 6.3,0I1K-
KOH(UIEHIINATLHOCTH, TPeGOBaAHUS 14.1,0I1K-
1o padote ¢ KOHGUIEHINAIBLHOI 14.2,0I1K-
uHpopmanueii. Pekomengyemnie posn: 14.3

crenHATUCT 10 HHPOPMaMOHHOI
0e3omacHoCTH, BJIajeel]
HHPOPMAIMH, OCTABIIUK
annapaTHOro M MPOrpaMMHOI0
obecnevyeHns, pa3padoTYMK CHCTEMbI
H/MJIM TPOTrPaMMHOr0 odecrneyeHus,
JIMHEeHHBbIN MeHeIKep UJIH MeHeIKep
0TJeJIa, ONEepPaToPhbl, AYTUTOPLI.
3HATh: HH(POPMALHOHHAS
0e30IaCHOCTH B ONePaliMOHHbIX
cucreMax, NPUKJIAJIHBIX IPOrpaMMax,
OIINOKH, MPUBOASIIHE K
BO3MOKHOCTH aTaK Ha uHdopManuio,
OCHOBHbIE I10JI0KeHUS M0 pa3padoTke
O, kaaccnpukanuio no Tpedyemoii
cTeneHH 0e30TKA3HOCTH,




KJIaccupuKanys M0 ypoBHIO
KOH(UIeHIHATbHOCTH, TPEOOBAHMSA
no padore ¢ KOHQUIAEHIUAIBLHOMI
uHpopManmeii,

yYMeTb: OPraHU30BaTh
HH(OPMALMOHHYIO 0€30MACHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJIOKEHUS 10
pa3padortke I1O, ocymecTBIATH
0€30TKA3HOCTH CEPBUCOB M CIY:K0
XpaHeHMs1 AAHHBIX JOCTHTaeTCs C
NMOMOIIBIO CHCTEM CAMOTECTHUPOBAHMSA
U BHECeHHs M30BITOYHOCTH HA
Pa3JHYHBIX YPOBHAX: allIAPATHOM,
NMpPOrpaMMHOM, HHGOPMATHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKHU
HH(OPMALMOHHOIT 6€30MaCHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPHUKJIAAHBIX IPOrpaMmax,
HAaBBIKAMU MPUMEHEHHS OCHOBHBIX
NoJ10KeHui no paspadorke I10,
METOHUKOMH CO3JaHUS MOJUTHKH
0€30MacHOCTH NpeANPUSTUS,
cOCTOsIIeH M3 yYeTa OCHOBHBIX
(HaunboJiee OMACHBIX) PUCKOB
HH(OPMANMOHHBIX aTaK.

/Cp/

4.6 JK3aMeH. OIIK- Bonpockl k sK3amMeHy

3HaTh NPUHUUNBI HHPOPMALUOHHOI 2.1,0IIK- | MToroBoe TecTHpOBaHUE
u Oubauorpaduieckoi KyJabTyphbl, 2.2,0IIK-
METO/IbI H CPE/ICTBA PeleHUsl 2.3,0IIK-
CTAHAAPTHBIX 32124 4.1,0IIK-
npogeccHoHAILHOM NeATeTbHOCTH C 4.2,0IIK-
3HaeT npouecchbl, METOIbI MONCKA, 4.3,01IIK-
cOopa, xpaneHusi, 00padoTKH, 6.1,0I1K-
npeacTaBJIeHHs], PACIPOCTPAHEeHHUS 6.2,0I1K-
HH(pOpMAIHMHU U CNIOCOOBI 6.3,0I1K-
OCYIIECTBJICHUS TAKMX MPOLECCOB U 14.1,0IIK-
MeTo10B (MH(OPMATIMOHHbIE 14.2,0TIK-
TeXHOJIOTHH); COBpeMeHHbIe 14.3

HHCTPYMEHTAJIbHbBIE CPeAbl,
NPOrpaMMHO-TEXHHYECKHe
miIaTgopmMbl ¥ IPOrpaMMHbIe
CpeACTBa, B TOM YHCJIe
0Te4yecTBEHHOI'0 IPOM3BO/ICTBA,
HCNoJIb3yeMble ISl pelleHus 3a1a4
npo¢ecCHOHAIBHOM 1eSITeIbHOCTH, U
NPUHIHUIBI UX Pad0ThI; JOTHKY
NMOCTPOEHUS] U MPUHIUATIBI
(pyHKnMoHNMpoOBaHMs COBPEeMEHHBIX
SI3IKOB POrPAMMMPOBAHMS U
SI3BIKOB PadoTHhI ¢ 6a3aMM JaHHBIX,
cpel pa3padoTku HHGOPMALMOHHBIX
CHCTEM U T€XHOJIOTHii, NPUHIUIIBI
pa3padoTKH aJropuTMOB U
KOMINbIOTEPHBIX IPOrpamMM;
COBpeMeHHbIe SI3bIKH
NPOrpaMMHUPOBAHNS U A3BIKH PAadOTHI
¢ 6a3aMH JaHHBIX, cpelibl pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TEeXHOJIOTHii; YMeeT BbIOUPATh U
HCNOJIb30BATh COBPeMEHHbIEe
UHGPOPMAILIUOHHO-
KOMMYHUKAIMOHHbIE M
HHTeJJIEKTyaJbHble TEXHOJIOTHH,
HHCTPYMEHTAJIbHBIE CpPe/ibl,




NPOrpaMMHO-TeXHHYECKHe
J1aT(OpMbl H NPOrPaAMMHbIE
cpeacTBa, B TOM 4YHucJjIe
0Te4eCTBEHHOI 0 IPOM3BOACTBA, NI
pelueHust 3a1a4 NpodeccHOHATbHOM
JAeATeIbHOCTH; AHAJTU3MPOBATH
npogeccuoHaJbLHbIC 321a4H,
BBIOMPATH U HUCMOJIL30BATH
noaxoAsimue HHGpopManuoHHbIE
TeXHOJIOTHH; BBIOUPATD S3BIKH
NPOrpaMMHPOBAHMSA M SI3bIKH Pa0OThI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKH
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHH, HCXOAS U3 HMEIOIIMXCS
3aja4; NPUMEHATh COBPpEeMEeHHbIe
SI3BIKH MPOTPAMMHPOBAHUSA IS
pa3padoTKN OPUTHHAIbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NpOrpaMm, NPMIroAHBIX JJIs
NPaKTHYeCKOIr0 NPUMEHEHMs, BECTH
0a3b1 JAaHHBIX H HH)OPMAIIMOHHBIE
XpPaHWINIIA, IPUMEHATH
COBpeMeHHBbIe IPOrpaMMHBbIe Cpeabl
pa3padoTKu HH(POPMALMOHHBIX
CHCTEM M TeXHOJIOTHIi; YUTATHb KOABI
NPOrpaMMHBIX IPOAYKTOB,
HANMCAHHBIX HA 0CBOCHHBIX SI3BIKAX
NporpaMMHpPOBaHNs, H BHOCHTH
Tpedyemble M3MEHEHH;
AHAJIN3MPOBATH NMPO(deccHoHAIbHbIE
3aa4u, pa3padaTeIBaTh NOIXOASIIIHE
uHopMaNHOHHbIE PeLIeHNUS ;
CaMOCTOSITeJIbHO OCBAUBATH HOBbIE
JJ1s1 ce0s1 COBpeMEHHbIe SI3bIKU
NPOrpaMMHPOBAHMSA U SI3bIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, Cpelibl, pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TexHoJIoruii; Biageer HaBbIKaMu
padoThI ¢ JAHHBIMH C IOMOIIBIO
HHG(POPMALIMOHHBIX TEXHOJIOTHIH;
HaBBbIKAMHU NPUMEHEHMSs
cOBpeMeHHbIX HHGOPMALMOHHO-
KOMMYHUKAIHOHHBIX H
HHTEJJIEKTYAJbHBIX TeXHOJIOTHIA,
HHCTPYMEHTAJILHBIX Cpel,
NPOrpaMMHO-TEXHHYECKHX IIaTGopm
U NPOrPaAaMMHBIX CPE/ICTB, B TOM
YyHcie 0Te4ecCTBEHHOI0 IPOM3BO/ICTBA,
JJIs1 pelieHus 32124
npo¢ecCHOHATBLHOM 1esITeIbHOCTH;
HABBIKAMH Pa3padoTKHu
OPUTHHAJIBHBIX AJITOPUTMOB B
KOMINBIOTEPHBIX MPOrpamMM,
NPUTOIHBIX JUISl IPAKTHYECKOTO
NpUMeHEeHHUs ; HABBIKAMHU OTJIAJAKHU U
TeCTUPOBAHMSA MPOTOTHIIOB
NMPOrpaMMHO-TeXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/Ix3amen/

Ilepeyenb NpuMeHsIeMbIX AKTHBHBIX U HHTEPAKTUBHBIX 00pPa30BaTeJIbHbIX TEXHOJIOTHIA:

Komnsromepnasa mexnonozusn ooyuenusn

OcHOBaHa Ha KCIIOF30BAaHUN MH()OPMAIIMOHHBIX TEXHOJOTHI B y4eOHOM Tporiecce. Peanu3arst JTaHHOW TEXHOJIOTHH
OCYILIECTBJIIETCS IOCPEJCTBOM KOMITBIOTEPA U MHBIX MYJIIbTUMEAUMHBIX CpeACTB. Vcnosib30BaHNE KOMITbIOTEPHBIX TEXHOJIOT U
JIeNIaeT yUeOHBIH MPOIecC HEe TOIBKO COBPEMEHHBIM H IMO3HABATEIBHBIM, HO HHTEPECHBIM ISl 00YJIarOIUXCS

Texnonozusn o6yuenusn 6 compyoHuyecmee




TexHonorus 00y4eHHs B COTPYIHUIECTBE UCIOIB3YeTCs B 00pa30BaTeIbHON MPAKTHKE ST TPEOTOJICHHS MOCTEICTBINA

MHJIMBH/YaJIbHOTO XapaKTepa Y4eOHO! JIesITeNbHOCTH CYOBEKTOB U MX CTPEMIICHUH HCKIIIOYUTENBHO K WHIIMBHIYaJIbHBIM
obOpa3oBaTeNbHBIM TOCTIKEeHUsIM. OHA MO3BOJISIET 000TATUTH OIBIT U IPHOOPECTH Uepe3 YUEOHBIN TPyl T HABBIKH COBMECTHUMOMN
JIeATeIIbHOCTH, KOTOPBIE 3aTEM MOTYT CTaTh HEOOXOAMMBIMH B OyayIiel podeccnoHanbHOM U CONMaTbHOM AESTeIbHOCTH B
TedeHue KU3HM. LIens TeXHOIoTHN COCTONT B (POPMUPOBAHNN YMEHHN Y CyOBEKTOB 00pa3oBaTenbHOTO mporiecca 3¢ dekTnBHO
paboratb cool1ia BO BpeMEHHBIX KOMaH/1aX ¥ IPYIIax U T0OMBaThCs KaueCTBEHHBIX 00pa30BaTeNIbHBIX PE3yJIbTaTOB

5. METOJAYECKHUE YKA3ZAHUSA JIJISI OPTAHU3AIIMN CAMOCTOSATEJIBHOM PABOTHI CTYJIEHTOB

CamocrosrenbsHast (BHeayuTopHas) paborta odyuatomerocs (nanee - CPC) — 1o mmanupyemas yueOHasi, mpakTHuecKas, yueOHo-
HCCIIeI0BaTeNbCKAs, HAYYHO-HCCIIEI0BaTeNbCKas paboTa CTYICHTOB, BBINOIHAEMAs BO BHEAYAUTOPHOE BpeMs (CBOOOIHOE OT
AyAUTOPHBIX YIEOHBIX 3aHSATHIA) 10 331aHHUIO ¥ IPH METOJMYECKOM PYKOBOACTBE HAYYHO-TIEarOTHUECKOT0 paboTHHUKA (anee —
MpernoiaBatelib) U (MJIK) JHI, TPUBICKAEMbIX K pean3allid OCHOBHBIX MPO(ECCHOHATBHBIX 00pa30BaTENbHBIX MPOTPAMM Ha HHBIX
YCIIOBHSX, HO 0€3 UX HETIOCPEICTBEHHOTO y4acTHsl.

CPC 110 3a1aHUIO0 ¥ IPU METOJIMYECKOM PYKOBOJICTBE MPEToaBaTeis U (WIIK) JIUL, TPUBJIEKAEMbIX K PeaIM3allii OCHOBHBIX
npodeccHoHaIbHBIX 00pa30BaTEIbHBIX MPOrPaMM Ha WHBIX YCIOBUSIX, PEATH3YETCsl BO BPeMs TPYMIIOBBIX KOHCYIbTAUH U (¥UTH)
MHIUBUAYaJIBHON paboTHl 00yJaloMHUXCs ¢ MPpernogaBaTesIMU Y HUBEPCUTETA | (WIIN) JINL, TPUBJIEKAEMbIX K pean3aui
00pa3oBaTeNbHBIX IPOrPaMM Ha UHBIX YCIOBHAX (B TOM YHCIIEe HHANBUIYaIbHBIX KOHCYIBTAIMN), a TAKKE BO BPEMsI TEKYILETO
KOHTPOJISI BBIIOJIHEHUS 3aJaHHi, OTHECEHHBIX K CAMOCTOSTENBEHON paboTe 00yJaroIIXCsl.

Henbto CPC sBasiercs oBnageHue GopMupoBaHrue KOMIIETEHIIMN Yepe3 OBIIa/IeHNE 3HAHUSIMHU, YMEHUSMH U HABBIKAMH
npodeccuoHaIbHON ESTeIbHOCTH 110 HAaIIPaBJICHUIO IIOJI'OTOBKH (cnenuanbHocTH). CaMocTosTensHas paboTa sBiIseTcs
00s13aTeNIbHON I KaXKI0T0 00y4aromerocs.

DopMBI caMOCTOATEIBHON pabOTh! 00yUaIOMIUXCS ONPENeIIIOTCS IperoiaBaTesiiMU Kadeap YHUBepcUTeTa pu pa3paboTke
paboyux MporpamMM JUCIUILTHH (MOYJIEH), pabounX MpOoTrpaMM IPaKTHK, IPOTPaMM roCyIapCTBEHHON HTOTOBOH (MTOTOBOIT)
aTTeCTalluH, METOIMIECKIX YKa3aHUH MO BBITOJHEHHUIO PAKTHIECKHX, JJAOOPATOPHBIX PadOT, HATMCAHUIO KYPCOBBIX
pabot/mpoekToB 1 BKP B COOTBETCTBHH C UX COJCPIKAHUEM.

B YHuBepcurere 000pya0BaHbI CliCHHAIbHBIC TOMEIICHHS I CAMOCTOSITEIIbHOM paboThl 00 y4aromuxcs. [ToMerneHus s
CaMOCTOSITEIILHOM paboThl 00YJarONIMXCS OCHAIIIEHBI KOMITBIOTEPHONW TEXHUKOH ¢ BO3MOXKHOCTBIO MOAKIIIOUEHUS K HHPOPMALUOHHO
-TeJICKOMMYHHKAIIMOHHOM ceTn «IHTepHeT» 1 00ecrneyeHrneM JI0CTyIa B AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTeIbHYIO Cpely
YHuBepcurera.

6. OHEHOYHBIE U METOJUYECKHUE MATEPHUAJIBI

6.1. Ilepeuenb KOMMeTeHIMH ¢ YKa3aHHeM YPOBHeil nX c(popMUpPOBAHHOCTH

OIIK-14:Cnoco6en pa3padaThIBaTh aJJTOPUTMBbI 1 KOMIIBIOTEPHBIE MPOTrPaMMbl, IPUTOAHBbIE /151 MPAKTHYECKOT0
NpUMEeHeHHsl.

Heoocmamounuwtit yposenn:

He 3Haet npomeccs, MeTOBI MONCKa, cOOpa, XpaHeHHs, 00pabOTKH, IPEXOCTABICHNUS, PACIIPOCTPAHSHHUS HH(POPMAIIUH U CIIOCOOBI
OCYIIECTBICHHS TaKHUX IIPOIECCOB M METO0B (MH(GOPMAIIMOHHBIC TEXHOIOTHH); JIOTUKY MOCTPOCHHS U IIPUHITUITHI
(YHKIIHOHUPOBAHMS COBPEMEHHBIX SA3BIKOB MPOTPAMMHUPOBAHUS U A3BIKOB paOOTHI C 6a3aMH TaHHBIX, CpeJl Pa3pabOTKH
MH()OPMAIIOHHBIX CUCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKU alrOPUTMOB U KOMIIBIOTEPHBIX IIPOrPaMM; COBPEMEHHBIE S3bIKU
POrpaMMHUPOBAHHUS U SI3BIKU PaOOTHI ¢ 6a3aMu JaHHBIX, CPEAbl Pa3paboTKU HHPOPMAIIMOHHBIX CUCTEM U TEXHOIOTHI

He ymeer BbIOUpATh S3bIKU IPOrPaMMUPOBAHUS U A3bIKU pabOTHI ¢ 6a3aMU JaHHBIX, CPebl pa3paboTKU HH(POPMALMOHHBIX CHCTEM
1 TEXHOJOTHH, UCXO/ U3 UMEIOIIUXCS 3a/1a4; IPIMEHATH COBPEMEHHBIC S3BIKH MPOTPAMMHUPOBAHUS JUTS Pa3pabOTKH OPUTHHAIBHBIX
aITOPUTMOB M KOMITBIOTEPHBIX TIPOTPaMM, TIPUTOJHBIX JUIS TPAKTHUECKOTO IPIMEHEHHUS, BECTH 0a3bI JaHHBIX U HH()OPMaIOHHBIE
XpaHWINIIA, TPUMEHATH COBPEMECHHBIE TPOTPAMMHBIE CPE/IbI Pa3pabOTKH HH(POPMAIIMOHHBIX CHCTEM M TEXHOIIOTHI; YATAaTh KOJIBI
IPOrpaMMHBIX IPOJYKTOB, HAIIMCAHHBIX HA OCBOSHHBIX S3bIKAaX MPOTPaMMHUPOBAHMUS, U BHOCUTH TpeOyeMble H3MEHEHMUS;
aHaIN3UPOBaTh NpodhecCHOHAIbHBIE 3aJa4Ul, pa3padaThIBaTh NOAXOAAIINE HHPOPMALMOHHbIE PEILICHUS; CAMOCTOSATEILHO OCBaUBaTh
HOBBIE JUIs ce0sl COBPEMEHHBIE SI3bIKM IPOrPaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 0a3aMu JaHHBIX, CPEbl, Pa3padoTKH
UH()OPMAIIOHHBIX CUCTEM U TEXHOJIOT Uil

He BrageeT HaBbIKaMu pa3pabOTKH OPUTHHAIBHBIX alTOPUTMOB U KOMIIBIOTEPHBIX IIPOrPaMM, HIPUTOJHBIX JUIS IPAKTHIECKOTO
[IPUMEHEHUS]; HaBbIKAMU OTJIAJKH U TECTUPOBAHUS IPOTOTUIIOB IPOrPAMMHO-TEXHUUECKUX KOMIUIEKCOB 3a4a4

Ilopozosuuii yposens:

3HaeT NPOoLEecChl, METOIbI IOUCKA, cOopa, XpaHeHusl, 00pabOTKH, IPEIOCTABICHHS, PACIPOCTPAHEHUS HHPOPMALUH U CLIOCOOBI
OCYIIECTBIICHHUSI TAKUX IPOLECCOB M METOI0B (MH()OPMAIIIOHHBIE TEXHOJIOTHN)

Ymeer BbIOMpATh A3bIKM IPOTPAMMHUPOBAHUS U S3bIKK paboThI ¢ 6a3aMU JaHHBIX, Cpebl pa3paboTKu HHOOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTH, HCXO/ISI U3 MMCIOLINXCS 33124

Brnaneer HaBbIKaMu pa3pabOTKH aJrOpUTMOB, IPUTOIHBIX Ul MPAKTHYECKOTO IIPUMEHEHHS
Ilpoosunymeutii ypoeens:

3HaeT MpOoIeCcChl, METOIBI TOUCKA, cO0pa, XpaHeHusl, 00pabOTKH, MPEAOCTABICHUSI, pacpoCcTpaHeHH HHOOPMAIHU U CITOCOOBI
OCYIIECTBJICHUSI TAKHX IPOLECCOB M METO0B (MH)OPMAIIOHHBIE TEXHOJIOTHH); JIOTUKY MOCTPOCHHS ¥ IPUHIIUIIBI
(hyHKIIMOHUPOBAaHUS COBPEMEHHBIX SI3bIKOB MPOrPAMMHPOBAHUS U SI3BIKOB paboThI ¢ 6a3aMy JaHHBIX, Cpel] pa3paboTKH
MH(QOPMAIOHHBIX CUCTEM W TEXHOJIOTHH, TPUHIUIIBI pa3pabOTKU allTOPUTMOB M KOMITBIOTEPHBIX MTPOTPAMM




Ymeer BbIOMpATh A3bIKH MPOTPAMMHUPOBAHUS U S3bIKK PabOThI ¢ 0a3aMH JaHHBIX, CPEbl pa3pad0TKH MH(POPMALIMOHHBIX CUCTEM U
TEXHOJIOTHH, HCXO/ISI M3 UMCIOLIMXCS 3a/1a4; IPHMCHITH COBPEMEHHBIC SI3BIKH POrPaMMHUPOBAHHS TSl Pa3pabOTKH OPUTHHAIBHBIX
QJITOPUTMOB M KOMITBIOTEPHBIX IIPOTPAMM, IIPUTOHBIX IS MPAKTHYECKOTO IPHUMEHEHHUSI, BECTH 0a3bl JAHHBIX U HH(OPMALHOHHBIC

XpaHuIMIa, IPpUMEHATbL COBPEMCHHBIC ITPOTPAMMHBIC CPEIbL paspa60TKI/1 I/IH(bOpMaI_II/IOHHLIX CHCTEM U TEXHOJIOTHI

Bnaz[eeT HaBbIKaMH pa3pa60TKH OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX IIPOrpaMM, MMPUTOAHBIX JUIS IPAKTHYICCKOI'O
MPpUMCHCHUA

Buicokuii ypoeens:

3HaeT MpoIecChl, METOIBI TIOUCKA, cOopa, XpaHeHus1, 00pabOTKH, MPEIOCTABICHHS, PACTIPOCTPAHEHUSI HH)OPMAIIMU B CIIOCOOBI
OCYIICCTBIICHUSI TAKHX TPOILIECCOB M METOJI0B (MH(QOPMAIIOHHBIE TEXHOJIOTHH); JIOTUKY MOCTPOCHHS ¥ PUHITUIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX SI3bIKOB MPOrPaMMHUPOBAHHUS U S3bIKOB PaOOTHI ¢ 0a3aMH JaHHBIX, Cpell pa3pabOoTKU
UH()OPMAIOHHBIX CHCTEM M TEXHOJIOTHHl, IPUHIIMITBI pa3pabOTKU alrOPUTMOB U KOMITBIOTEPHBIX IIPOTPaMM; COBPEMEHHBIC SI3bIKU
MPOrPaMMHUPOBAHHUS U SI3BIKK PabOTHI ¢ 0a3aMHU JAHHBIX, CPEbl Pa3pabOTKH HHOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHI

YMeer BBIOMpATh A3bIKH MPOTPAMMHUPOBAHUS U SI3bIKH pabOThI ¢ 0a3aMK JaHHBIX, CPEbl pa3pab0TKH HH(POPMAIIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXO/ISl U3 UMEIOLIMXCSI 3a/1a4; IPHMEHITh COBPEMEHHBIC SI3BIKH IPOrPaMMHUPOBAHHUS IS Pa3pabOTKH OPUTHHAIIBHBIX
AITOPUTMOB M KOMIIBIOTEPHBIX MPOTPAMM, TIPUTOAHBIX JIJIS IPAKTUYECKOTO MIPUMEHEHHUS, BECTU 0a3bl JAHHBIX 1 HHOOPMAIIHOHHBIC
XpaHWIIUIIA, TPUMEHATH COBPEMEHHbBIC IPOTPAaMMHbIEC CPEeJIbl pa3paOb0TKU HHPOPMAIMOHHBIX CHCTEM U TEXHOJIOTHI; YATATh KOJIbI
MPOrPaMMHBIX MPOIYKTOB, HAITMCAHHBIX HA OCBOCHHBIX A3bIKaX MPOrPAMMHPOBAHUS, U BHOCUTDH TPeOYeMble H3MECHEHUS,
aHaIM3UPOBaTh NpodhecCHOHATbHBIC 3aJa4H, pa3pabaThIBaTh MOIXOAANINE HHPOPMAMOHHBIC PEIICHHUS; CAMOCTOSATEIBHO OCBAUBATh
HOBBIC JUTs ce0sl COBPEMEHHBIC S3BIKH IIPOTPAMMHUPOBAHHUS U S3bIKK PaOOTHI ¢ 6a3aMu JaHHBIX, CPEIbL, pa3padoTKU
HH()OPMAIMOHHBIX CHCTEM U TEXHOJIOTHI

Brnaneer HaBbIkaMu pa3pabOTKH OPUTHHAIBHEIX AITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOAHBIX IS IPAKTHIECKOTO
TIPUMEHEHUS; HABBIKAMU OTJIAJKH U TECTUPOBAHUS MPOTOTUIIOB MIPOrPAMMHO-TEXHUYECKHUX KOMIIJIEKCOB 3a/1a4

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/IbI, CIOCOOBI i CPEACTBA MOJIyUeHHsl, XpaHeHUs1, TepepadoTku nHopManun
MPH pellieHUH 32/1a4 NPodeccHoHATLHOM AeATeTbHOCTH;

Heoocmamounwtit ypoeenn:
He 3HaeT ocHOBHBIE METO/IbI, CITIOCOOBI U CPENICTBA MOJTYUCHUS, XpaHEHUS, epepadOTKH HHPOPMALIUK

He ymeer npuMeHSTh B IPO(heCCHOHATBHON IESTENLHOCTA OCHOBHBIE METO/IbI, CIOCOOBI U CPEACTBA TONYICHUSI, XpaHSHUS,
nepepaboTku HHpOpMAIUU

He BiageeT HaBbIKaMU IPUMEHEHUSI OCHOBHBIX METOJIOB, CIIOCOOOB U CPEACTB MONTyUYEHUsI, XPAaHEHUs], IepepaboTku HHGOpMaIUU
Ilopozoguwlii yposens:

3HaeT OCHOBHBIC METO/IBI ITepepaboTKu HH(OpMAIIUU

YMeeT NpUMEeHSITh B IpodeccuoHaIbHON 1esTeNbHOCTU OCHOBHBIE METO/IbI IIepepadoTKU HHGOPMALIUU

BrnaneeTr HaBbIKaMu IPUMEHEHUS! OCHOBHBIX METOJIOB NepepaboTKu HHPOpMALUH

Ilpoosunymeutit ypoeens:

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI epepadoTKH NH(OPMAIUU

YMeeT npuMeHsITh B podecCHOHATBHON ISSTENFHOCTH OCHOBHBIE METO/IBI, CHOCOOBI TIEpepadOTKH HH(POPMAIIUU
BrnaneeTr HaBBIKAMU MPUMEHEHHUST OCHOBHBIX METOZIOB, CIIOCOO0B TIepepadoTKH HHPOPMAIIUU

Buvicokuii yposenn:

3HaeT OCHOBHBIE METO/IBI, CIIOCOOBI U CPEACTBa NONYyUCHUs, XpaHEeHUs], TTepepaboTKH HHOOPMAaLHH

YMeeT NpUMeHsITh B IPO(ECCHOHATIBHOMN ASSITEILHOCTH OCHOBHBIE METO/IbI, CIOCOOBI M CPEeCTBA MOJIYUEeHH s, XPAaHEHHSI,
nepepadoTK HHOPMaIUU

Brnaneer HaBbikamMu MNPUMCHEHUS OCHOBHBIX METOJ0B, croco00B U CpCACTB IOJTYUYCHUA, XPAHCHHA, Hepepa6OTKI/I I/IH(I)OpMaLII/II/I

OIIK-4:Cnoco6eH nOoHUMATh MPUHIMIBI Pad0ThI COBPEMEHHBIX HH(OPMAIIMOHHBIX TEXHOJIOTHI H HCIO0JIL30BATh UX /LIS
pemenust 3aaa4 nNpogecCHOHAILHOM TesATeJIbHOCTH;

Heoocmamounbwtit yposens:

He 3Haet nporiecchl, MeTOIbI TOUCKa, cO0pa, XpaHeHus1, 00pabOTKH, MPEACTABICHHS, PACIIPOCTPAaHEH ST HH(POPMAIIUH U CIIOCOOBI
OCYIIECTBIICHUS TAKHX IPOLECCOB ¥ METOJOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAIBHBIE CPEBbL,
HpOrpaMMHO-TEXHUYIECKHE IIIAaT(HOPMBI U TPOrpaMMHBIC CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO IIPOU3BOACTBA, UCIIOIb3YEMBbIE JUIS
penenus 3a1a4 NpohecCHOHATBHON NeITeNbHOCTH, M IPUHIUIIBI UX pabOThI

He ymeer BbIOUpaTh U UCIIOIB30BaTh COBPEMEHHbIE HH(GOPMALMOHHO-KOMMYHUKALIMOHHbIE 1 UHTEIUIEKTYalIbHbIE TEXHOJIOTUH,
HHCTPYMEHTAJBHBIE CPEIbl, TPOTPaMMHO-TEXHHYIECKHE MIaT(OPMBI H IPOrPaMMHEIE CPEACTBA, B TOM YHCIIE OTEIECTBCHHOTO
MPOU3BOJCTBA, AN PEIICHHUS 3a4a4 POo(heCCHOHATBLHON AESTEIbHOCTH; aHATM3UPOBATh NPOGEeCCHOHANBHBIE 331a4H1, BRIOUPATh U
UCIIOIb30BATh MOAXOIANINE HH(POPMALIMOHHBIE TEXHOIOTUU

He BiageeT HaBbIKaMu pabOTHI C TAHHBIME C TOMOIIBIO HH(POPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMHI IPUMEHEHUS COBPEMEHHBIX
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIX U MHTEJUIEKTYaIbHBIX TEXHOJIOTHIA, HHCTPYMEHTAIIBHBIX CPell, IPOrPaMMHO-TEXHUYECKUX
WIaT(GOPM U MPOrPAMMHBIX CPEJICTB, B TOM YHCIIE OTEYECTBEHHOTO MPOM3BOJICTBA, I PELICHUS 3a/1a4 TPOdeCCHOHANIBHON
JIESITeIIbHOCTH

Ilopozoewiit yposens:

3HaeT MpOoIeCcChl, METO bl OUCKA, cOopa, XpaHeHusl, 00pabOTKH, IPECTABICHNS, PACIPOCTPAHEHUS HHYOPMALIUH 1 CIIOCOOBI
OCYILECTBIICHHUS TAKHUX MTPOIIECCOB U METOI0B (MH()OPMAIIMOHHBIC TEXHOJIOTHH )




YMeeT BBIOMPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIIEKTyaJIbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPaMMHO-TEXHHYECKHE IIaTHOPMBI IJIsI pelIeHns 3a1a4 MpoecCHOHANIBHOM NeSTeIbHOCTH

Bnaneet HaBbikaMu pabOThI ¢ JaHHBIMH C IIOMOIIBIO HH()OPMAILIMOHHBIX TEXHOJIOT U
IIpoosunymulii ypoeens:

3HaeT MpoIecChl, METO/IbI TIOUCKA, cOOpa, XpaHeHus!, 00pabOTKH, IPEACTABICHUS, PACIPOCTPAHCHHSI HHPOPMAITUH U CITOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB M METOIOB (HH(DOPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAIIBHBIC CPEIbI,
OPOrpaMMHO-TEXHHYECKHE IAT(HOPMBI U TPOrPAMMHBIC HCIIOIb3YEMbIC TS PELICHHUS 3a/1a4d MPO()ECCHOHAIBHOM AESTEIBHOCTH

Ymeer BLI6I/IpaTB 1 UCIIOJIB30BaTh COBPCMEHHBIC HH(bOpMaLIPIOHHO'KOMMyHI/IKaHI/IOHHLIe W UHTCIUICKTYAJIbHBIC TCXHOJIOTUH,
HUHCTPYMCHTAJIbHBIC CPEAbI, IPOTPAMMHO-TCXHUYICCKUEC l'IJ'IaT(bOpMI)I U OpOorpaMMHBIC CPEACTBA, B TOM YHCJIC OTCUCCTBCHHOI'O
MpOU3BOACTBA, AJIs1 pEHICHUS 3a/1a1 HpO(beCCPIOHaJ'IBHOﬁ JACATCIIbHOCTH

Brnageer HaBbIkaMu pabOTHI C IaHHBIMH C TIOMOIIBIO HH()OPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMU ITPUMEHEHHSI COBPEMEHHBIX
UH()OPMAIIIOHHO-KOMMYHHUKAIIMOHHBIX 1 MHTEJUIEKTYAIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPell, IPOrPaMMHO-TEXHUYECKUX
wiaThopM U MPOrpaMMHBIX CPECTB JUIS peIIeHUs 3a1a4 Npo(ecCHOHATBHON IeSITeIbHOCTH

Buicokuii ypoeens:

3HaeT MpoIecChl, METOIbI TIOUCKA, COOpa, XpaHEeHHUs, 00pabOTKH, MPECTABICHHUS, PACIIPOCTPAHESHHUS HHPOPMALIUH U CIIOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB M METOIO0B (MH(POPMAIIMOHHBIC TEXHOIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIBHBIC CPEBL,
OPOrpaMMHO-TEXHHYECKHE MIAaT()OPMBI U IPOTrPAMMHBIC CPEJICTBA, B TOM YHCIIC OTCYECTBEHHOTO IPOM3BO/ICTBA, UCIIOIB3YEMBbIE IS
pereHus 3a1a4 npohecCHOHATIBHOM ASSITEAbHOCTH, 1 IPUHIHUIIBI HX PAaOOTHI

YMeeT BRIOHPATh U UCIIOIB30BAaTh COBPEMEHHbIE HH(POPMAIIHOHHO-KOMMYHHKAIIMOHHBIE U HHTEIUIEKTyaIbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIBHBIE CPeJIbl, IPOTPAMMHO-TEXHUUECKHE IUTaTPOPMBI M IIPOrPaMMHBIE CPEJICTBA, B TOM YHCIIe OTEYECTBEHHOTO
MIPOM3BOJICTBA, JUIS PELICHHS 3a/1a4 IPO(GECCHOHANBHOM e TeIbHOCTH; aHAIN3UPOBATh IPO(hECCHOHATBHBIE 3aJa4H, BEIOUPATh U
HCTIONIB30BATh ITOAXOIAIIIEe HHOOPMAITHOHHBIE TEXHOJIOTHU

Brnaneer HaBbIKaMu pabOTHI ¢ JaHHBIMU € IIOMOIIBI0 HH)OPMAIIMOHHBIX TEXHOJIOTHI; HABBIKAMH PUMEHEHUS COBPEMEHHBIX
“HGOPMATMOHHO-KOMMYHHKAIIHOHHBIX U HHTEJUIEKTYAIbHBIX TEXHOJIOTHIA, HHCTPYMEHTAIBHBIX CPell, MPOrPaMMHO-TEXHHIECKUX
mw1aT(opM U MPOrpaMMHBIX CPEJICTB, B TOM YHCIIE OTEYECTBEHHOTO IIPOM3BOICTBA, ISl PEIIeHHS 32124 MPOo(heCCHOHAIBHOM
JIeSITEIbHOCTU

OIIK-6:Crnoco6eH pemaTh CTaHAAPTHBIE 321241 MPO(ecCHOHAIBHOI 1eATeJILbHOCTH HA 0CHOBEe HH(OPMALIMOHHOI 1
onodamorpadguueckoi KyJbTyphbl ¢ IPUMeHeHHeM HHPOPMAIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA;

Heoocmamounwtit yposens:

He 3naet npuHIMNBEI HHPOPMAIHOHHOH U OHOMHOTpadMIecKor Ky IbTyphl, METOABI U CPEACTBA PEIICHNS CTAHAAPTHBIX 3a1a4
podeCCHOHATBLHON AESTETEHOCTH C MPUMEHEHHEM HH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI B C Y4€TOM OCHOBHBIX
TpeGoBaHHUi HHPOPMAIIHOHHO# 6€30MacHOCTH

He ymeer peniats cranmapTHbIe 3a/1aud PO(HECCHOHATIBHOM JIeSITETbHOCTH Ha OCHOBE MH(DOPMAIIMOHHOW U OUOIHorpaduueckoit
KYJBbTYPbI C HPUMCHCHUEM I/lH(i)OpMaLU/IOHHO'KOMMyHI/IKaLlI/IOHHI)IX TEXHOJIOTUH U C Y4€TOM OCHOBHBIX Tpe60BaHPll>’l
UH(OPMAIIMOHHON 0€30IaCHOCTH

He BrageeT meToiaMu IOKCKa U aHaIM3a MHGOPMAIMU JUIS TOJTOTOBKU JOKYMEHTOB, 0030p0OB, pedepaToB, JOKIAN0B,
MyOJIMKaui, Ha OCHOBE HH(POPMALMOHHON 1 6uOIHorpaduueckoi KyabTyphl ¢ YI€TOM COOJIOICHUS] aBTOPCKOTO 1IPpaBa U
TpeboBaHMI HHPOPMAIMOHHOH 0e30MacHOCTH

Ilopozoewiit yposens:

3HaeT NPUHIHUITEI HHPOPMAIIMOHHON KyIbTYpPBI, METOIBI PEIIEHHs CTAHIAPTHBIX 33124 MPO(eCcCHOHANBHOM IeSTENFHOCTH C
IIPUMEHEHNEM HH(QOPMaHOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHH

YMeerT pemaTs cTaHAapTHBIE 3a1a4X IPO(ecCHOHANBHOM NeATeNbHOCTH Ha OCHOBE HH(OPMAIIMOHHON KyIbTYpPHI C IPUMEHEHAEM
MH()OPMAOHHO-KOMMYHHUKAI[OHHBIX TEXHOIOTHI

Brnaneer MetoaMu oucKa U aHainu3a HHGOPMAIMU IS TOJrOTOBKU IOKYMEHTOB, 0030pOB, pedepaToB, JOKIAN0B, MyOnuKanui,
Ha OCHOBE HH(OPMALMOHHON 1 OHOIHOrpaduIecKoi KyIbTyph

IIpoosunymutii yposens:

3HaeT NPUHIHMITE HHPOPMAIMOHHOH U OHOIHOTpadUuecKoi KyIbTyphl, METOIBI U CPECTBA PEIICHHs CTAaHJAPTHBIX 32714
npo¢eCCHOHAIBLHON IESTEILHOCTH C MPUMEHEHNEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTUH

VYMeeT periaTh CTaHIapTHHIC 3a1a91 TPO(HECCHOHATBHON NIESITEIbHOCTH Ha OCHOBE MH(MOPMAIIMOHHOM 1 OGHOIMorpaduaeckoit
KYJBTYpHI C IPUMEHEHHEM HHPOPMALMOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTUH

Brageer MeTogamu moucka M aHanu3a HHGOPMALUHK JUI MOATOTOBKU JJOKYMEHTOB, 0030pOB, pedepaToB, T0KIAI0B, MyOIUKaIHi,
Ha OCHOBE HH(OPMAILOHHON 1 OnOIHorpaduIecKoi KyIbTyphl ¢ YUSTOM COOTIONEHHUS aBTOPCKOTO ITpaBa

Buwicoxuii yposens:

3HaeT NPUHIMIB HHGOPMALMOHHON 1 OMOIHoTrpadueckoi KyIbTyphl, METOIbI U CPEICTBA PEIICHHs CTAaHJAPTHBIX 3a/1a4
HpOd)eCCHOHaJ'[bHOﬁ ACATCIIBHOCTU C IPUMCHCHUEM I/IH(I)OpMaL[I/IOHHO'KOMMyHI/IKaI_[I/IOHHBIX TEXHOJIOTUH U C Y4€TOM OCHOBHBIX
TpeOoBaHMi HHPOPMAIIIOHHOI 0€30MaCHOCTH

YMeeT peraTh CTaHAapTHHIE 3aJa4l IPo(HEeCCHOHATIBHON IESITeIbHOCTH Ha OCHOBE HH(MOPMAMOHHON 1 OubIrorpaduyeckon
KyIbTYpHI C IPUMEHEHHEM HH(OPMAITMOHHO-KOMMYHHUKAIIHOHHEIX TEXHOJIOTHI U C y4eTOM OCHOBHBIX TPeOOBaHMI
nH)OPMAMOHHOHN 0€301MacHOCTH

Buiazeer MeToaMu OMCKa U aHaIn3a HHGOPMALMH JUTs HOArOTOBKU JOKYMEHTOB, 0030p0OB, pedepaToB, IOKIa10B, ITyOInKaIHi,
Ha OCHOBE HH(POPMALMOHHON 1 GHOIHOrpaduIecKoi KyIbTyphl C YYETOM COOJIOICHHSI aBTOPCKOTO IIpaBa U TpeOoBaHMI
MH()OPMAIIOHHON 0€30MacCHOCTH




6.2. OnucaHue KpUTepUeB OLICHUBAHUSA yCIIeBAEMOCTH

HEJIOCTATOYHBIN
YPOBEHb

OOyuatomuiics 1eMOHCTPUPYET:
- CYIIECTBEHHBIE IPOOEITHI B
3HAaHUSAX Y4eOHOTO MaTepuaa;
- IPUHLIUIHAIBHbIE OIINOKH
IPU OTBETE Ha OCHOBHEIE
BOIPOCHI OMIIeTa, OTCYTCTBYET
3HaHUE ¥ IIOHUMAaHNE OCHOBHBIX
MOHATHH U KaTeropui;

- HEIOHUMaHHE CYIHOCTH
JOTIOJIHUTENLHBIX BOIIPOCOB B
paMmKax 3aJaHuii Ouiera;

- OTCYTCTBHE YMEHUS
BBITIOJTHSATDH TIPAKTUIECKHE
3a1aHusL, IPELYyCMOTPEHHBIC
HPOrpaMMO¥ THCIUILITAHBI
(Monyns);

- OTCYTCTBHE TOTOBHOCTH
(crOCOOHOCTH) K AUCKYCCHU U
HU3Kasl CTENICHb KOHTAKTHOCTH.

ITIOPOT OBBIN

YPOBEHb

OOyuatomuiics AeMOHCTPUPYET:
- 3HAHUS TEOPETUYECKOrO
Marepuana;

- HETIOJIHBIE OTBETHI HA
OCHOBHBIC BOIIPOCHI, OIIMOKH B
OTBETE, HEIOCTATOYHOE
IOHMMAaHUE CYHIHOCTH
U3J1araéMbIX BOIIPOCOB;

- HEYBEPEHHbIE U HETOYHbIE
OTBETHI Ha JIOIIOJIHUTEIbHBIE
BOIIPOCHI;

- HEJOCTaTOYHOE BJIaJICHUE
JUTEPaTypoOH,
PEKOMEHI0BAHHOW IIPOrpaMMOi
JUCLUIUTUHBI (MOTYJIST);

- yMeHue 6e3 rpyObIX OIHO0oK
pelaTh NPaKTHYECKUE 3a1aHus,
KOTOpBIE CIIEAYET BHINOIHUTD.

[IPOJIBUHY ThI1

YPOBEHbDb

OOyyatomuiics 1eMOHCTPUPYET:
- 3HAHUE U MOHUMaHKe
OCHOBHBIX BOTIPOCOB
KOHTPOJHMPYEMOTo 00beMa
IIPOTrpaMMHOTO MaTepuana;

- TBep/IbIC 3HAHHUS
TEOPETHYECKOTO MaTepHaa,;

- CIIOCOOHOCTD YCTaHABIHMBATh U
OOBSCHATH CBS3b MPAKTHKH U
TEOPUH, BEISIBISTH
IIPOTUBOPEUHS, IPOOIEMBI U
TEHJCHIIMU Pa3BUTHS;

- IPaBHUJIbHBIC U KOHKPETHBIE,
0e3 rpyObIX OIIMOOK OTBETHI Ha
MOCTaBJICHHBIC BOMPOCHI;

- YMEHHE PelIaTh MPAKTHICCKUE
3a7aHus, KOTOPbIE CIeIyeT
BBITIOJTHUTE;

- BIaJIecHHEe OCHOBHOM
JIATEPaTypo,
PEKOMEHI0BaHHOW IIPOrpaMMoi
JUCLUIUTUHBI (MOTYJIST);

- HaJTM4YKre COOCTBEHHOU
000CHOBaHHOH MMO3UIINH 110
00CYXTaeMBbIM BOTIPOCAM;

- HEe3HAUUTEIbHBIE OTOBOPKH U
HETOYHOCTHU B PACKPBITHH
OT/ICNBHBIX MOJI0KEHHI
BOIIPOCOB OuIeTa,
MIPUCYTCTBYET HEYBEPEHHOCTH B
OTBETaX Ha JIOTOJHUTEIbHBIE
BOIIPOCEL.

BBICOKUI

YPOBEHb

OOyyatomuiics 1eMOHCTPUPYET:
- ry0OKHe, BCECTOPOHHUE U
apryMeHTHUPOBAHHBIE 3HAHHS
IIPOTrPaMMHOTO MaTepuana;

- IOJIHOE TIOHUMaHHE CYITHOCTH
Y B3aUMOCBSI3H
paccMaTpUBaEMBbIX MPOIIECCOB U
SIBTICHUI, TOYHOE 3HAHUE
OCHOBHBIX MOHATHI B paMKax
00CYXTaeMBIX 3a/IaHHIA;

- COCOOHOCTD YCTaHABIHMBATh U
OOBSCHATH CBSI3b MIPAKTHKU H
TEOPUH;

- JIOTUYECKH
NOCIieIOBaTENbHbIC,
cojiep)KaTelbHbIe, KOHKPETHBIC
1 MCYEPIIBIBAIOLINE OTBETHl HA
BCE 3a7aHus OMIIETa, a TAaKKe
JOTIOJTHUTENLHBIE BOIPOCHI
9K3aMeHaTopa;

- YMEHHE PelIaTh MPaKTHICCKUE
3aJIaHus;

- CBOOOIHOE HCIIOJIL30BAHNE B
OTBETaxX Ha BOMPOCHI
MAaTepUajJoB peKOMEH/I0BaHHON
OCHOBHOM U JJOIIOJTHUTEIBHOM
JUTEPATYPEI.

Onenka
«He3aueT»,
«HEYI0BJIETBOPUTEIHHOY

Onenka
«324TeHO/y0BJIETBOPUTEIbHOY,
«yI0BJIETBOPUTETHLHO»

Ounenka
«324TEHO/XO0POLI0,
«XOPOLIO»

Ouenka
«32YTEHO/OTJIHYHOY,
«OTJIHYHO»

6.3. OueHo4Hblie cpeCTBA TEKYIIEro KOHTPOJIS

Bomnpocs! s ycTHOTO 0ompoca

Tema 1. OcHOBHBIE BUIBI K HICTOYHUKH aTaK Ha HH(OPMAIHIO
1. AprymenTupyiite nporpecc HHQOPMAIIHOHHBIX TEXHOJIOTUI U HEOOXOAUMOCTh OOectieueHus HHPOPMaOHHON

0€30MacHOCTH.

. Packpoiite oCHOBHBIE IOHATHS HHPOPMALMOHHON 0€30MaCHOCTH.
. Cucrema 3anutsl HHGOPMALUH U €€ CTPYKTYpa.

. PaccmoTpuTe 3KOHOMUYECKYH0 HHPOPMAIHIO, KaK TOBap U 00BEKT 0€30MacHOCTH.
. [IpuBeauTe npoheccOHANbHBIC TAHHBI, UX BHIBI.

. Packpoiite nadopmanronssie yrpo3sl, UX BUAbI U IPUYUHBI BOSHUKHOBEHUS.
. [IpuBenuTe MHGOPMAIMOHHBIE YTPO3BI VIS TOCYAAPCTBA.
. [IpuBeauTe MHPOPMALIMOHHBIC YIPO3bI U1 KOMITAHHH.

2
3
4
5
6. Pacckaxkure IIpo MepcOHANbHBIC JAHHBIC M MX 3aIHTY.
7
8
9
1

0. ITpuBeuTe MHPOPMAIIIOHHBIE YTPO3bI JJIs IMYHOCTH ((PU3UUECKOTO JINIA).

Tema 2. CereBast 6€301aCHOCTD

. Onumure 3anmty nHpopManuu B MaTepHeTE.
. Onuumre 3aImuTa JEKTPOHHOM MOYTHI.

. Onuiure 3alMTy OT KOMIIBIOTEPHBIX BUPYCOB.
. PaccMoTpuTe nomysipHBIe aHTHBHPYCHBIE TIPOTPAMMBI U UX KIIACCH(HUKAIIHIO.

PaccmoTpuTe atakyemble ceTeBble KOMITOHEHTHI
. IIpuBeauTe ypoBHM CETEBHIX aTak coraacHo mMozenu OSI
Packpoiite 0cOOEHHOCTH 3alUThl HHPOPMAIH B CEpBEPaX

1
2
3
5
6. [IpuBeanTE IPHUMEPBI OPraHU3ANUH CHCTEMBI 3AIIUTHI HHPOPMAIIMH YKOHOMHYECKAX OOBEKTOB
7
8
9
1

0. PackpoiiTe 0COOCHHOCTH 3alIMThI HHPOPMAIMK B pA00YHX CTAHIUIX




Tema 3. Kpunrorpadus

1. IlpuBenuTe KIaCCUPHUKALNIO KPUIITOAITOPUTMOB

2. TlpuBeaunTte mpUHLKI PabOTH CHMMETPHYHBIX KPHIITOAITOPHTMOB

3. IlpuBeanTe MPUHLKI PabOTHl CHMMETPHYHBIX KPHIITOCHCTEM

4. TlpuBe/uTe IPUHIKIT PA0OTHI ACHMMETPHUYHBIX KPHIITOAITOPHUTMOB

5. TlpuBenure npUHIMI pabOTHl ACHMMETPUYHBIX KPUIITOCHCTEM

6. Onuinmte MeTO/IBI U cpecTBa 3amuThl nHdopmanuu B Microsoft Office
7. OnuimTe NPUHIUI paboThl Kpuntoatropurma TEA

8. OnmmmTe TpuHIMI paboTs! Kpunroanropurma Rijndael

9. Packpoiite 0cOGEHHOCTH MEpeiauH 3aln(ppOBaHHOTO TEKCTa KpurrroanroputMoM Rijndael
10. HazoBuTe OTIINYMS TAHHONKCH OT KPUNTOTpaduu C KIFOUOM,

Tema 4. 11O u nunpopmanuonHas 6e3onacHocTb. KoMiiekcHas cuctema 0€301acHOCTU

. Onumure nNoauTuKa 6€30MacHOCTU U €€ MPUHIIUIIBL.

. Packpoiite ¢pparMeHTapHbIl U CUCTEMHBI IOAX0 K 3allUTe HHPOPMALUH.

. Onuimure MeToAbl 3aIUThl HHHOPMALHU.

. Onumure cpeacTsa 3aUThl HHOOPMALHH.

. Packpoiite opranmusanuonHoe ooecrnieuenue Ub.

. PaccmoTpuTe oprannzanyio KOHGUASHIHAILHOTO AETONPON3BOACTBA.

. HazoBuTe KOMIUTEKC OpraHU3aIOHHO-TEXHUUECKUX MEPONPHUSTHI 10 00ECTICUSHHIO 3alIUTHl HHPOPMALUH.
. B uem 3akmodaeTcss MH)XEHEPHO-TEXHUUECKOe 00eceueHue KOMITbIOTEPHOH 0e30IacHoCTU?

. IIpuBeaure riaH oGecreyeHus! HeIPEPLIBHON pabOTh! U BOCCTAHOBIICHUS ()YHKIIMOHUPOBAHUS aBTOMATH3UPOBAHHOM
UH()OPMAIIIOHHON CUCTEMBI.

10. B uem 3akirouaetcs ynpasieHne HHOOPMAIMOHHON 0€30MaCHOCTH Ha TOCYIapCTBEHHOM ypOBHE?

O 00 QO Wb~ W —

Bomnpocs! 1 caMOIOATOTOBKH:

Tema 1. OcHOBHBIC BU/IbI U HICTOYHHKH aTak Ha HHPOPMAIIUIO

1. IIpuBeanTEe OOBEKTHI KOMMEPYECKOH TaiHbI Ha MPEIPUSITHH.

2. PackpoiiTe COBpeMEHHYIO CUTYAIMIO B 00J1aCTH HHPOPMAIIHOHHOMN 6e3011acHOCTH;
3. HazoBuTe kareropuut ”HPOPMaIIOHHOH 0€30MaCHOCTH B OTHOIEHUU MH(OpMauu
4. HazoBure kaTeropuu HUHGOPMAIIMOHHON 0€30I1aCHOCTU B OTHOIICHUH UH(OPMALMOHHBIX CHCTEM
5. IlpuBenute abCTpaKTHBIE MOJIENH 3aIIUTHI HH(OpMaIK

6. [TpuBeuTe 0030p HanboOIEE PACTIPOCTPAHEHHBIX METOOB "B3JI0Ma"

7. Packpoiite crmocoObl MoaydeHHe Maposis Ha OCHOBE OMIMOOK aJIMUHHCTPATOPa

8. Packpotite crioco0Obl MOTyueHHE Mapoiisl HA OCHOBE OIMIMOOK OJIb30BaTeNCH

9. OnuuMTe TEPMUHAIBI 3AIMUIICHHONH MH()OPMAIIMOHHON CHCTEMBI

10. OnuimuTe CONUaIbHYIO ICUXOJIOTHIO U UHBIE CIIOCOOBI OTy4eHHUs aposiei

Tema 2. CereBast 0€30MacHOCTb

1. Onummre ocHoBHbIe atakk Ha DNS-cepsepa

2. OHI/ILHI/ITC OCO6CHHOCTI/I aTaK Ha IIUPOKOBCUIATCIbHBIC JIMHUN C HCOTPAHUYCHHBIM JOCTYIIOM

3. OmummTe 0cOOCHHOCTH aTak Ha NIMPOKOBEINATENbHbIC JINHAN C OTPAHUYSHHBIM JJOCTYIIOM

4. OnummTe 0COOEHHOCTH aTak Ha KaHAKI "Toyka-Touka'

5. B 4eM 3axiiogaroTcsi 0COOCHHOCTH MPOCITYIIMBAHUS CETEBOro Tpaduka B He BUTOU mape?

6. B yeM 3axiiogaroTcsi 0COOCHHOCTH MPOCITYIINBAHUS CETEBOTO TpaduKa B BUTOH mape?

7. B ueM 3aKimo4arTcs 0COOCHHOCTH MPOCITYLIMBAHUS CETEBOrO Tpaduka B KOAKCHAILHOM NpoBoje?
8. B uem 3axirouaroTcst 0cOOEHHOCTU NMPOCIYIINBAHNS CETEBOI0 TpauKka B ONTHYECKOM BOJIOKHE?
9. Onummre 0cOOCHHOCTH 00XKMMa BUTOH Hapsbl.

10. OnumuTe 0cOOEHHOCTH coeMHeHns pabounx craniwuii B JIBC

Tema 3. Kpunrorpadus

1. HazoBuTE 0COOEHHOCTH MEPECTAHOBOYHBIX KPUIITOAITOPUTMOB
2. HazoBuTe 0COOCHHOCTH IOJICTAHOBOYHBIX KPUTITOAITOPHTMOB
3. HazoBuTe 0COOEHHOCTH MOTOKOBBIX HIH(POB

4. HazoBure 0coOCHHOCTH O10YHBIX HIH(POB

5. B ueM 3axitouaeTrcst npUHIUI paboThl cetn Defmrensa?

6. B ueM 3axiouaeTcst IPUHIUI PaOOTHI CKpeMOIepoB?

7. OmumuTe NPUHOUN paboThl KpunroaaroputMa RSA

8. HazoBute 0coOEHHOCTH XEIIMPOBaHUS HapoJiei
9. HazoBuTe hyHKIMU KPUITOCHCTEM
10. B yem 3akirouaeTcs TpaHCIIOPTHOE KOJAUPOBaHHE?

Tema 4. I10 u nuapopmaronHas 6e3onacHocTs. KoMmekcHas cucteMa 0e30MacHOCTH.

1. B uem 3akirodaercs 3amuTa 3JI€KTPOHHON KoMMepLrn?

2. MeHemKMEHT U ayAuT HHPOPMAMOHHOM 0€3011aCHOCTH Ha YPOBHE NMPEINPUATHS.

3. NudopmanroHHas 0€30MacHOCTh NMPEIIPUHUMATEILCKON NesiTenbHOCTH. AynuT b aBTOMaTH3MpOBaHHBIX OaHKOBCKHX
CHCTEM.

4. PaccmoTtpure 0030p coBpemenHoro 110

5. OmumuTe OMKUOKH, IPUBOSIINE K BOSMOXKHOCTH aTak Ha HH()OPMAIIHIO

6. HazoBuTe 0CHOBHBIE IOJI0XKEHU 110 pa3padorke 1O

7. lTpuBeuTe KiaccupuKauo HHPOPMAIHOHHBIX 00BEKTOB



8. B yem 3axmrouaercst monuTrka posuei?
9. OnuuKTe MpoIece CO3IaHUs OJIUTUKH HH(OPMAIIMOHHOW 0€3011aCHOCTH
10. HazoBute MeTo 161 0OecrieueHus 0€30TKa3HOCTH

3agaHus LI IPaKTHIECKUX PadoT

IpakTudeckast pabota 1. Merozp! u cpezctia 3amuthl nadGopmarmu B Microsoft Office
1 YcranoBuTe napoip Ha OTKpbiTHE (aitia B MS Word.

2 YcraHoBHTE orpaHuueHus Ha popmaruposanue B MS Word.

3 YcraHoBuTe orpaHnyeHus Ha penaktuposanue B MS Word.

4 YcraHoBuTE Maposb Ha OTKpeITHE (aitna B MS Excel.

5 Vcranosute 3amuty jmcra B MS Excel.

6 YcranoBute 3amuty Kauru B MS Excel.

TIpaktudeckas padota 2. I'enepanus kmoueit. [lludposanue u pacmmdppoBka cooduieHuit B mporpamme PGP.
1 Crenepupyiite Ki1rouu B mporpamme PGP.

2 Co3paiite napoibHyI0 (Gpa3y K 3aKpbITOMY KIIOUY

3 CoxpaHHUTe KIIFOYH M IIPOU3BEIUTE OOMCH OTKPBITHIX KIIF0Ueit

4 3amm¢ppyiTe TEKCTOBBII (il Iy>KUM OTKPBITHIM KITFOUOM H OTIPABBTE BIACIIbILY

5 Pacmmdpyiite 3aKphITHIM KIHOUOM, TIOTYYSHHBIH 3ain(poBaHHbIHA (ait.

TIpaktudeckas padota 3. 3ameneHue napoibHoit ppaszsl. PGP auck
1 Nsmenure naposbHyo ppasy

2 Cosnaiire PGP guck

3 Ycranosure napousis Ha PGP nuck

4 Tlepemectute daiinel Ha PGP nuck u ckpoiite ero

5 Boccranosure noctyn k PGP nucky

IIpakTudeckas pabota 4. 3ammppoBka U pacindpoBKa JaHHBIX aIroputMoM RSA.
1. BreiGepere mpoctbie yncia P u g

2. Beramciure B MS Excel n=p * q

3. Berunciure B MS Excel f(n) = (p-1) *(q- 1)

4. Bei6epere uncio d B3aumuo mpocroe ¢ f(n), T.e. HOJI (d, f(n))=1, 1<d<= f(n).

5. BeibepeTe uuncio e tak, utoosr €*d  mod f(n) =1, e<n.

3aganus 11 1ab0paTOPHBIX paboT

JlaGoparophas pabora 1. [lluppoBanue u nemudpopanue HaiioB Mpu MOMOIIH MPOCTSHIINX TPOTPAMM

1. amudpyiite u pactmdpyiite TekcTOBBIH (aitn mporpammoii Codefile

2. 3ammudpyiire u pacumdppyiite TekcToBbIH (aitn nporpammoii CryptoFan 2

3. Bammdpyiire u pacumdpyiiTe TeKCTOBBIH (aiin nporpammoii DX Secure 4.0

4. 3ammdpyiire u pacumppyiite TeKCTOBBIN (aiin mporpammoit Visual AES 1.1

5. Bamudpyiite 1 pacmmppyiTe TEKCTOBBIN (aitn mpu oMo anropurMa mudposanns CFB 1 OFB nporpammer Visual
AES 1.1.

JlaGoparopHas pabora 2. O6xxum Butoii napsl. Coeaunenne padbounx cranuuii B JIBC.

1 IIpousBenure 00XUM JBYX IPOBOJOB BUTOH Napsl ¢ KOHHEKTOpoM RG45 nns noxkmoueHus komnbiorepos B JIBC uepes
KOHIIEHTPATOp WIN KOMMYTaToOp

2 CoeauHUTE KOMITBIOTEPHI Yepe3 KOHLIEHTPATOP WK KOMMYTAaTOP

3 IIpoBephTe MPOMYCKHYIO CIIOCOOHOCTD Tosydennoi JIBC yrummToit ping

4 TIpousBeanTe 0OKUM OIHOTO NMPOBOJA BUTOU Maphl ¢ KOHHEKTOpOoM RG45 1uts momKimoYeHust AByX KOMITBIOTEPOB APYT K

apyry
5 TIpoBephTe MPOMYCKHYIO CIIOCOOHOCTD monyueHHoi JIBC yrusuToit ping

JlaGoparophas pabora 3. Kpunroanroputm TEA

1. Hamucats mporpammy mudpoBaHus, HCIOIb3Yst KpUIToanroput™ TEA Ha si3bike porpammupoBanus Pascal

2. Hamucats npouenypy nemmndposku DeCryptRouting va si3eike nporpammupoBanus Pascal.

3. Hammcats mporpammy mudpoBaHus U JeMHA(GPOBKH OXHOBPEMEHHO.

4. HamcaTh OCHOBHYIO ITPOrpaMMy: BBOJI CTPOKOBOH MepeMeHHOM; BbI30B npoueaypsl EnCryptRouting, B kauectse
rapameTpa KOTOpOil CTpOKOBas IIepeMeHHast; BBIBOJ CTPOKOBOH IepeMEHHOM; BbI30B npoueaypsl DeCryptRouting, B kauectse
mapameTrpa KOTOPOH CTPOKOBas IIEPEeMEHHAsT; BEIBOJ] CTPOKOBOIT IIepeMEHHOI.

5. Peanm3oBats kpunroanroput™ TEA B cperne nporpammupoanus Visual Basic.

JlabopatopHast padora 4. Kpunroanropurm Rijndael

1. Pa3paboTath anroputM Kiro4da mmdppoBanus kpunroatroputmoM Rijndael

2. Hamucats mporpammy mudpoBaHus, HCHOIb3yst Kpunroanroput™ Rijndael Ha si3sike nporpammupoBanus Pascal.
3. Pa3paboTats alropuT™ Kiroua JemudpoBKu kpuntoaaropurMom Rijndael

4. Hanmcatp nporpamMmy mngpoBanus u AemrhpOBKH 0JHOBPEMEHHO Ha sI3bIKE porpammupoBanus Pascal.

4. PeanmzoBath kpunroaaroputM Rijndael B cpeme nporpamMmmupoBanwst Visual Basic.

JlaGoparopHas pabora 5. [lepenaua 3amudpoBaHHOro TekcTa Kpuroanropurmom Rijndael
1. Pa3zpaboTrarh aaropuTM 3arrch TEKCTa B TEKCTOBBIN (haiir.



JlaGoparopuast pabota 6. I[Ipuem 3aumdpoBaHHOro TekcTa Kpunrtoanropurmom Rijndael

1. Pa3paboTarh aqropuT™ YTEHUs TEKCTAa U3 TEKCTOBOTO (aiiia.

2. Hanmcarts nporpammy aenmmpoBKH, HCIIONB3Ys KpunroanroputM Rijndael #a si3pike mporpammuposanus Pascal u
OCYIIECTBUTD YTCHHE 3aLN(POBAHHOTO TEKCTa U3 TEKCTOBOTO (ailiia B OAHOMEPHBIH MacCHB, KOTOPBIi 3aTeM HEOOX0UMO
pacmudpoBars.

3. Peann3oBarh nepeaady Ha Apyroi kommsiotep kpunroanroputMa Rijndael B cpene nporpammuposanus Visual Basic.

TecTbl 1715l TEKYIETO KOHTPOJIS:

Tema 1. OcHOBHBIC BUJIBI M UICTOYHUKH aTaK Ha UH()OPMAIIHIO

1. T'apaHTHs TOrO, YTO KOHKPETHAsI HH(OPMALKsI JOCTYIIHA TOJIBKO TOMY KPYyTY JIHILI, IJIsl KOTO OHA IpEIHA3HAYCHA,
HapyLICHHUE ITOW KaTErOPHHU HAa3bIBACTCS XUILICHHEM JIHOO PacKPHITHEM HH(POPMALAH

KOH(HICHIIUATLHOCTh

LEJI0OCTHOCTD

ayTEeHTHIHOCTh

aneIpyeMOCTh

2. TapaHTusl TOTO, 4TO HHPOPMAIHUS ceifyac CYNIECTBYET B €€ HCXOHOM BH/IE, TO €CTh IIPH ¢ XPaHESHHHU HJIH TIepeaade He

OBbUIO IPOU3BEICHO HECAHKIIMOHUPOBAHHBIX M3MEHEHHI; HAPYILICHHUE ITOM KaTeropuy Ha3biBaeTcs hanbcuuKanueid cooomeHus
KOH(HICHIIUATLHOCTD

LEJIOCTHOCTb

AyTeHTHIHOCTH

areIuIMPYeMOCTh

3. 'apaHTHs TOTO, YTO UCTOUHUKOM MHGOPMALUY SBISETCS UMEHHO TO JIULIO, KOTOPOE 3asBJICHO KaK €€ aBTOP; HapyIICHHUe
9TOIl KaTeropuu Takxe Ha3blBaeTcs (anbcudukanueii, Ho yxe aBTopa COOOIICHUS

KOH(UJICHIINATEHOCTD

IeJIOCTHOCTb

ayTeHTHUYHOCTh

aneIMpyeMoCTh

4. I'apaHTHs TOTO, YTO PU HEOOXOTUMOCTH MOXKHO OYJIET J0Ka3aTh, YTO ABTOPOM COOOIICHUS SIBISCTCS HIMEHHO

3asBJICHHBIN YEJIOBEK, U HE MOXKET SBJIATHCS HUKTO JAPYTO#l; OTIHUYUE STON KATErOpUH OT MPEABIAYIIEH B TOM, YTO TIPH MTOJMEHE
aBTOpPA, KTO-TO JIPYTrOi MBITAETCS 3asiBUTh, YTO OH aBTOP COOOILCHHUS, a IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOp IIbITaeTCs
"OTKpECTUTHCS" OT CBOMX CJIOB, MOAMUCAHHBIX UM OJHAXIBI.

KOH(HICHINATEHOCTD

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneyuIMpyeMoCThb

5. T'apanTHs TOTO, UTO CHCTEMa BeleT ceOsl B HOPMAIBHOM H BHEIIITATHOM PEXMMaXx TaK, KaK 3aIUNIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOITb JOCTYTIa

KOHTPOJHMPYEMOCTb

6. ['apaHTHsi TOYHOTO U TIOJIHOTO BBITTOJTHEHHUS BCEX KOMaH]|
HaJIeKHOCTD

TOYHOCTh

KOHTPOJIb IOCTyIa

KOHTPOJIMPYEMOCTh

7. TapaHTHs TOTO, YTO Pa3IMYHBIE TPYIIIBI UL KMEIOT PA3IMIHBIA JOCTY K HHGOPMAIMOHHEIM 00BEKTaM, H 3TH
OrpaHUuEHHS AOCTYIA NOCTOSHHO BBIMOJIHSIOTCS

HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb IOCTyIa

KOHTPOJIMPYEMOCTh

8. 'apanTHs TOTO, YTO B 000 MOMEHT MOKET OBITh IPOU3BEICHA MTOTHOIIEHHAS MPOBEPKA JIFOO0T0 KOMITOHEHTA
MPOrpPaMMHOI0 KOMILJIEKCa

YCTOWYHBOCTH K YMBIIIIEHHBIM COOSIM

KOHTPOJIb UACHTH()UKAIUH

KOHTPOJIb JOCTYTIa

KOHTPOJINPYEMOCTh

9. FapaHTH;{ TOr'0, YTO KJIUMCHT, HO}IKH}O‘{CHHEIﬁ B HaHHBIﬁ MOMCHT K CUCTEME, ABJIACTCA UMCHHO TEM, 3a KOI'O cebs BbIJIACT
ycTOfI‘II/IBOCTI) K YMBIIIJICHHBIM cbosm

KOHTPOJIb I/I,HGHTI/I(i)I/IKaIH/II/I

KOHTPOJIb JOCTYTIa

KOHTPOJINPYEMOCTD



1. TpostHCKast mporpamma, TPOsIHEI] -

1) SBNISAIOTCS BPEIOHOCHBIMHU IPOTPaMMaMH, KOTOPBIE MOTYT "Pa3MHOXKAThCsA" U CKPBITHO BHEIPATH CBOU KOITHH B (haiibl,
3arpy304HbIe CEKTOPHI JUCKOB M JOKYMEHTHI. AKTHBU3AINS KOMIIBIOTEPHOTO BUPYCAa MOXKET BBI3BIBATh YHHUTOXKECHHUE IIPOTPaMM U
JaHHBIX.

2) SBJIAIOTCS BPEJAOHOCHBIMH POTrpaMMaMHt, KOTOPBIE IIPOHUKAIOT Ha KOMIIBIOTEP, UCTIONB3Ys CEPBUCHI KOMITBIOTEPHBIX ceTeil. 1x
AKTHBH3ALIMS MOXKET BBI3bIBATH YHHUTOXKECHUE ITPOrPaMM U JITaHHBIX, & TAKKE MOXHUILEHHE EPCOHAIBHBIX JaHHBIX [T0JIb30BATEIS.
3) BpeIOHOCHAsI TIPOrpaMMa, KOTOPast BBIIIOJIHSIET HECAHKIIMOHUPOBAHHYIO MOJIB30BATEIIEM TIepe/iady YIPaBICHUS KOMIIBIOTEPOM
yIan€HHOMY TOJIB30BATEINIO, a TAKXKE ASHCTBUS 0 YAAICHHIO, MOoa(UKanuy, cOoOpy 1 mepechuike HHPOPMAaLUH TPETEUM JIULAM.
4) 5T0 pOrpaMMHOE WJIH alllapaTHOe oOeceueHre, KOTopoe MpoBepsieT HHGOPMALHIO, BXOASIIYIO B KOMIBIOTEP U3 JTOKAJIbHON
ceTu uim MHTepHeTa, a 3aTeM 1100 OTKIOHSET e€, TMOO MPOITyCKaeT B KOMIIBIOTED, B 3aBHCUMOCTH OT IIAPaMETPOB.

5) mporpamma Hin Habop MPOTPaMM IJIsl CKPBITOTO B3SITHSI OA KOHTPOJIb B3JIOMaHHOW CUCTEMBL. DTO YTHIHUTHI, HCIIOJIB3yeMbIe JIIST
COKPBITHS BPEIOHOCHOM aKTUBHOCTH. OHU MacKUPYIOT BPEIOHOCHBIE IIPOTPaMMBbl, YTOOBI H30€KaTh UX OOHAPYKEHUS
AQHTUBUPYCHBIMU IIPOTPaMMaMHU.

2. Pyrxur -

1) SABISIOTCS. BPEJJOHOCHBIMH IIPOrpaMMaMU, KOTOPBIE MOT'YT "pa3sMHOXKAThCs" M CKPBITHO BHEAPSATH CBOM KOIUU B (haiibl,
3arpy304YHbIe CeKTOPHI AUCKOB U JOKYMEHTHI. AKTHBH3aNUsI KOMIIBIOTEPHOTO BUPYCa MOXKET BBI3BIBATh YHHUTOKEHHE IIPOTPAMM H
JAHHBIX.

2) ABNAIOTCS BPEJOHOCHBIMH MPOTPaMMaMH, KOTOpPBIE TPOHUKAIOT Ha KOMITBIOTEP, HCHOINB3YsI CEPBUCHI KOMITBIOTEPHBIX ceTel. Mx
aKTHUBH3AIS MOJKET BBI3BIBATh YHUUTOKCHHIE IPOTPAMM U TaHHBIX, a TaKKe IOXHIIEHNE epCOHANBHBIX TaHHBIX ITOJIb30BaTEIs.
3) BpeIOHOCHAS IIPOrpaMMa, KOTOpast BBIIOJHAET HECAHKIIMOHUPOBAHHYIO [I0JIb30BaTeIEM TIepeaady yIpaBlIeHHs KOMIBIOTEPOM
yIanéHHOMY MOJIb30BaTENIO, a TAKXKe ACHCTBUS N0 YAAIeHHI0, MoauduKkanuy, cOopy U nepechbuike nHPOpMaLU TPETHUM JIULIAM.
4) 3T0 IporpaMMHOE WM aNllapaTHOE 0OecreueHre, KOTopoe MpoBepseT HHHOPMAIHIO, BXOAAIIYIO B KOMIIBIOTEP U3 JIOKAIbHOH
ceTH Win MHTepHETa, a 3aTeM 1m0 OTKIOHAET €, THOO MPOITyCKaeT B KOMITBIOTED, B 3aBHCHMOCTH OT ITapaMeTpPOB.

5) mporpamMma HiIu Habop IpOrpaMM JUIs CKPBITOTO B3STHS 110 KOHTPOJIb B3JIOMaHHOM CHCTEMBL. JTO YTHIIHTEI, HCIOIb3yeMbIe IS
COKPBITHS BPEIOHOCHOH aKTHBHOCTH. OHM MacKHPYIOT BPEJIOHOCHBIE IPOTPAMMEIL, 9TOOBI N30eKaTh X 0OHAPyKEHHS
AaHTHBUPYCHBIMH IIPOTPAMMAaMH.

3. Yposens mozenu OSI, koTopsiii OTBeUaeT 3a MpeoOdpa30BaHUE 3JIEKTPOHHBIX CUTHAJIOB B CHTHAJIBI CPEJIbl Tiepeiay HHPOPMAIHH
(MMITyJIBCBI HANIPSDKEHUSI, paJUOBOJIHBL, HH(paKpacHble curHaibl). Ha 3ToM ypoBHE OCHOBHBIM KJIACCOM aTak sBisieTcs "OTKa3 B
cepBuce". [TocTaHOBKa ITYMOB 110 BCEH 10JI0CE MPOITYCKaHUS KaHala MOXKET IIPUBECTH K "HAJIE)KHOMY" pa3phIBY CBSI3H.
dusznyeckuil ypoBeHb

Kanansueiii ypoBeHb

CeteBoiil ypoBeHB

TpaHCTIOPTHBIN yPOBEHD

CeaHCOBBIN yPOBEHb

4. Yposenb mozenu OSI, koTopslii yrpaBisieT CAHXpOHU3AIMEH IBYX U OOJIbIIET0 KOJINYECTBA CETEBBIX alaliTePOB, MTOAKIIOUYECHHBIX
K SZIMHOM cpefie mepeaaqn qaHHbIX. [IpuMepom ero sipisiercs mportokon EtherNet.

®dusznyeckuil ypoBeHb

KananbHslit ypoBeHb

CereBoii ypoBeHB

TpancnopTHBIN ypOBEHb

CeaHCOBBIN YPOBEHb

5. ¥Yposens mozpenu OSI, KOTOpHIH OTBEYAET 32 CHCTEMY YHHKAIIbHBIX IMEH M JIOCTaBKY ITAKETOB MO 3TOMY HMEHH, TO €CTh 3a
MapIIpyTU3aLuUIo akeToB. [IpuMepoM Takoro mporokosia sBiseTcs npotokoa Murepuera IP.

®dusznyeckuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcnopTHBIN ypOBEHb

CeaHcoBBIl ypOBEHb

6 Yposenb Mozenu OSI, KOTOpBIN OTBEYAET 3a TOCTABKY OOJBIIIX COOOIICHUH MO JIMHUSAM ¢ KOMMYTalHeil makeToB. Tak Kak B
1o100HBIX JIMHUAX pa3Mep NaKeTa IpeacTaBisieT co0oit 00bruHO HebombIoe yncio (ot 500 6aiit 1o 5 kunobaiir), To s nepegadn
GosbInx 005eMOB HHGOPMAIMU HX HEOOXOIUMO pa3dUBaTh Ha Mepearolieil CTOpoHe U coOUpaTh Ha IPUEMHOM.

dusznyeckuit ypoBeHb

KananpHslit ypoBeHb

CereBoil ypOBEHb

TpaHCTIOPTHBIN yPOBEHb

CeaHCOBBII YPOBEHb

7. Yposens mogenu OSI, KOTOpEIif OTBEYaeT 3a MpoLeypy YCTaHOBICHHS Hadala CeaHca M IIOATBep)KAeHNe (KBUTHPOBAHHE)
IIPUX0Ja KaXI0ro aKeTa 0T OTIPABUTENS IOJIydaTello.

dusznyeckuit ypoBeHb

KananpHslit ypoBeHb

CereBoil ypOBEHb

TpaHcniopTHBIH ypoBEHB

CeaHCOBBII ypOBEHb

8. HempenycmoTpeHHOE B3auMo/IeiicTBUE TAaHHBIX MEXy COOOW M JAHHBIX C KOJIOM



ACHMMETPUYHBIE KPUIITOAITOPUTMBI

TaiiHonuch

Her Bepnoro otsera

2. AJITOPUTM TaKOB, 4TO JJIs 3ATU(PPOBKH COOOIICHHUS UCIIOIB3yeTCst OJUH ("OTKPBITHINA'") KIIFOU, U3BECTHBIH BCEM
JKEJIAI0MuUM, a JJIs paciu(poBKU — Ipyroi ("3akpbIThIil"), CYIECTBYIOMUI TOIBKO y HOLydaTes.
CHUMMeTpHYHBIC KPUTITOAITOPUTMEI

ACHMMETPUYHBIC KPHITOAITOPHTMBI

TaitHonuCh

Her Bepnoro oteera

3. OTnpaBuTEINb ¥ MOTYYATENb POU3BOAAT HAJl COOOILICHUEM NPEOOpa30BaHusl, H3BECTHBIC TOJIBKO UM JIBOMM
CuMMeTpHYHBIE KPUITOAITOPUTMBI

AcvMMeTpUYHBIE KPUITOAITOPUTMBI

TaitHonuch

Her BepHoro otsera

4. B 3aBHCHMOCTH OT XapakTepa BO3ICHCTBHIN, MPOU3BOUMBIX HAJl TAHHBIMH, aJTOPUTMBI TIOAPA3ICISIFOTCS HA
TlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CHUMMETpHYHBIC KPUIITOAJITOPUTMBI 1 ACUMMETPHYHBIE KPUIITOAITOPUTMBI

TIoTokoBEIE U OJIOYHEBIE

Her Bepnoro otBera

5. Meton 06paTHMBIX IpeoOpa3oBaHUH TEKCTa, IIPH KOTOPOM 3HaYeHHUE, BRIYUCICHHOE OT OJHOW U3 YacTel TeKcTa,
HAKJIa[bIBACTCS Ha APYTHUE YACTH.

Certp Deiimrens

CkpeM0Oiepbl

CHUMMETpHYHBIE KPUNITOAITOPUTMBI 1 aCHMMETPUYHbIE KPUIITOATITOPUTMBI

IToToKOBBIE KPUITOAITOPUTMEI

Her Bepnoro otBera

6. B 3aBucumocTH oT pazmepa 61oka HHGOPMAIN KPHITOAITOPHTMEI ISIISTCS Ha!
IlepecTaHOBOUYHBIE U [TOJCTAHOBOYHBIE

CuMMeTpHYHbIE KPUNITOAITOPUTMBL 1 aCUMMETPUYHbIE KPUITOAITOPUTMBI
ITorokoBble U 65104HBIE

Her Bepnoro otsera

7. AJNITOpUTM CXKaThsi OPUEHTUPOBAH HAa HEOCMBICIICHHBIE MTOCIIEI0BATEIBHOCTH CUMBOJIOB KaKOT0-1100 andaBuTa.
Anroputm Xaddmana

Anropurm Jlemmens-3uBa

Aunroput™m Rijndael

Anroputm TEA

8. ANropuTM CKaTHsl OCHOBaH HA000POT Ha KOPPEILIIUAX MEXY PacloNOKEeHHBIMH PSIOM CHMBOJIaMH asi(haBHTa
(cmoBamu, yHpapJISIOIMME [OCTICA0BATEIFHOCTSIMH, 3aroI0OBKaMH (haiiioB (PUKCHPOBAHHOMN CTPYKTYpPbI)
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

Aunroput™m Rijndael

Anroputm TEA

9. B kakoM KpHIITOAJITOPUTME SANHULICH KOJUPOBAHNUS SBISCTCS OAUH OUT?
IoTokoBbIe WHOPBI

Brounsie mudpst

TToacTaHOBOYHBIE KPUIITOAITOPUTMBI

IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

10. B kakoM KpUNTOAITOPUTME EUHHULIEH KOTUPOBAHUS SABISIETCS OJOK U3 HECKOJIBKUX OaHTOB?
IToroxoBble mudps!

Brrounsie mmdper

IlogcraHoBOUHBIE KPUITOAITOPUTMBI

IlepecTaHOBOUHBIE KPUIITOATITOPUTMBL

Tema 4. I1O n nnpopmanmonHas 6e3onacHocts. KomruiekcHas cucrema 6€30macHOCTH

1. JIuno, HeMmocpeaCTBEHHO paboTaroliee ¢ JaHHOH HH(opMaliel. 3a4acTyro TOJIBKO OH B COCTOSTHHU PEAIbHO OLICHUTH

Ki1acc oOpadaTbiBaeMoil HH(OpPMAIHK, a HHOTIA U paccKa3aTh O HECTaHIAPTHBIX METOJaxX aTak Ha Hee (y3KOCTIeU(DUIHBIX IS
9TOTO BUJIA JAHHBIX).

Crieranuct o HHPOPMALMOHHON 0€30MaCHOCTH

Brnanenen nHpopManum

IocTaBmIyK anmmapaTHOTo U MPOrpaMMHOT0 00ecriedeH st

JIuneiiHbIl MEHEKED



INocTaBmyk anmapaTHOTo U MIPOrpaMMHOT0 o0ecredeHust
Jluneitnsrit MeHeKEp

3. JInmo, KOTOpOE ABNISAETCS MPOMEKYTOYHBIM 3B€HOM MEKIy OIIEpaTOpaMH U CIIeNHAINCTaMH 10 HHYOPMAIMOHHOH
6esonacHocTH. Ero 3amada — cBoeBpeMEHHO M Ka4eCTBEHHO HHCTPYKTHPOBATh IIOJYHMHEHHBIH eMy IepcoHal 000 BceX TpeOOBaHHAX
ciryO0bl 0€30IIaCHOCTHU U CIEJUTH 3a €€ UX BBINOJHEHUEM Ha pabOUUX MeCTax.

Crnenuanuct no HHGOpPMalUOHHOHN 6€301aCHOCTH

Brnanenen uadopmanuu

INocTaBmuk anmapaTHOro U POrpaMMHOI0 00eCIeUeHUs

Jluneitnsrit MeHeKep

4. JIuma, OTBETCTBEHHBIE TOIBKO 332 CBOM MOCTYNKH. OHM HE MPUHUMAIOT HUKAKUX PEIICHUH U HU 32 KeM He HaOJI0JatoT
Crieranuct 1o HHGOPMAIMOHHOW 0€30T1aCHOCTH

Bnanenen undpopmannu

Onepatop

JIuneilHbIl MEHEKED

5. BHelIHHe CTICIUATUCTHI WK (PUPMBI, HAHUMaeMble MPEANPUATAEM JJIsl IEPHOTUYECKOH (IOBOJIBHO PEAKO#T) MPOBEPKH
OpraHu3alvy U (YHKIHOHUPOBAHUS BCEH CHCTEMBI 0€30MaCHOCTH

Crieranuct 1o uHGOPMAIMOHHON 6€3011aCHOCTH

Bnanenen undpopmannu

Omneparop

Aynuropst

6. JInuo, K0TOpoe NPOBOJUT pacueT U IepepacyeT PUCKOB, OTBETCTBEHEH 3a IIOMCK caMoii cBexxell uHdopmaruu 06
00HapyXEHHBIX YS3BUMOCTSX B HCIOJIB3YyEMOM B (prpmMe IporpaMMHOM 0OECIIEUSHHH | B 1EJIOM B CTaHIAPTHBIX aJlTOPUTMAX
Crnenuanuct no MHGOpPMalHOHHOH 6e301aCHOCTH

Brnanenen undopmanuu

Omneparop

Jluneitnsrit MeHeKep

7. MakcumalsHO BO3MOXKHOE HETIpepBhIBHOE BpeMst oTKa3a [yt nHpopmarmu 0 kimacca 6€30TKa3HOCTH
1 Hepens

1 cytku

1 gac

20 MuHYT

8. MakcumanbHO BO3MOKHOE HETIPEpPhIBHOE BpeMs 0TKa3a /i HHpopMmarmu 1 kiacca 6e30TKa3HOCTH
1 Henens

1 cytkm

1 gac

20 MuHyT

9. MakcumalibHO BO3MOXKHOE HETIPEPBIBHOE BpeMsi OTKa3a Jyis HHpopMalun 2 kiacca 6€30TKa3HOCTH
1 Henens

1 cytku

1 gac

20 MuHyT

10. MakcumaabHO BO3MOXKHOE HEMIPEPBIBHOE BpeMst 0TKa3a i HHpopmaruu 3 kinacca 6€30TKa3HOCTH
1 nenmens

6.4. OnleHOYHbIE CPe/ICTBA MPOMEKYTOYHOMH aTTeCTAIUU

Bormnpocsr k 3aueTy pacnonoxXeHbl B IPUIOKEeHUH 1
Bormnpock! k ak3aMeHy pacnoioKeHbl B PUIOKEHUH 2

HToroBoe TecTHpOBaHHUE K 3aUETy

(Komnerenuus OIIK-2)

1. K nmpaBoBbIM MeTOZaM, 00ecrieyMBaOIMM HHPOPMAITHOHHYIO 0€3011aCHOCTb, OTHOCATCS:

1) Pa3zpaboTka anmapaTHBIX cpelICTB 00eCIeYeH s PABOBBIX JTaHHbBIX

2) PazpaboTka 1 ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX IIPABOBBIX CETAX )KYPHAIOB ydueTa AeHcTBHH
3) Pa3paboTka 1 KOHKpETHU3aIis TPABOBBIX HOPMATHUBHBIX aKTOB 00eCIeYeHus1 0€30MacHOCTH

4) YcTaHoBKa BO BCEX KOMITBIOTEPHBIX IIPABOBBIX CETSAX JKyPHAJIOB ydeTa JeHCTBUI

2. OCHOBHBIMHU HCTOYHHKAMH yIpo3 HHHOPMAIIMOHHOH 0€30I1aCHOCTH SIBISIIOTCSI BCE YKAa3aHHOE B CIHCKE:
1) XuieHue xKeCTKUX JUCKOB, MOJKII0YEHHE K CETH, HHCAlIepCTBO

2) IlepexBaT NaHHBIX, XUILEHUE JAHHBIX, U3MEHEHUE APXUTEKTYPbl CUCTEMbI

3) XullleHUe JaHHbIX, HOAKYI CUCTEMHBIX aIMUHUCTPAaTOPOB, HApYyIIEHUE PErIaMEeHTa PaOOThl

4) Iloxkym cUCTEMHBIX aAMHUHUCTPATOPOB, HAPYLIEHUE PeriaMeHTa paboThl



3. Buas! uHGOPMALUOHHON 0€30M1aCHOCTH:

1) IlepconanbHas, KOPIOpaTHBHAS, TOCYJAPCTBCHHAS
2) Knuenrckasi, cepBepHasi, cereBast

3) JlokanbHas, ri00a1bpHas, CMEIIaHHAS

4) CepBepHasi, ceTeBasi, CMELIaHHAs

4. llenu nHbOpManMOHHOI 6€30I1aCHOCTH — CBOEBPEMEHHOE 0OHAPYKEHUE, IIPENYIPEKACHHE:
1) HecaHKIIMOHMPOBAHHOI'O JIOCTYTIA, BO3JCUCTBHS B CETH

2) uHcaiiiepcTBa B OpraHn3aliu

3) Upe3BBIYAHBIX CUTYAIHI

4) MOBBIIIEHHUS] CKOPOCTH MHTEPHET- COSTUHEHHSI

5) ynydmienust qu3aiiHa moyib30BaTeNbCKUX HHTEpdEiicoB

5. OcHOBHBIE 00BEKTHI HHPOPMALIMOHHON O€30MaCHOCTH:

1) KoMmbroTepHblie ceTH, 0a3bl JaHHBIX

2) NndopMallMOHHbBIE CUCTEMBI, ICUX0JIOTMYECKOE COCTOSHHE T10JIb30BaTENeiH
3) BusHec-opueHTUPOBaHHbIE, KOMMEPYECKHE CUCTEMbI

4) Mebeinb 1 oucHas TEXHUKA

5) I[loroxHbie yCIOBHUS M KIUMAaTHIECKAE N3MEHEHHS

6. OCHOBHBIMH PUCKaMH HH(POPMAITMOHHOHN 0€30MaCHOCTH SBJISIOTCS:

1) YMmeHbuieHre o0beMa, nepekoAnpoBKa HHGOpMAIUU

2) TexHuueckoe BMEIIATELCTBO, BEIBEICHUE M3 CTPOSI 000PYIOBAHUS CETH
3) IToreps, uckaxenue, yreuka HHGOpMaLUu

4) YBenuueHUe 3apIuIaThl COTPYJHUKOB

5) IToBblIeHNE CKOPOCTH UHTEPHET -COEAUHEHHS

7. K oCHOBHBIM IpUHIIUNAM o0OecrieueHusI HHPOPMalMOHHOM 0€3011aCHOCTH OTHOCUTCS:
1) KonduaeHnuanibHOCTh, HETOCTHOCTD, JOCTYIIHOCTD

2) CxopocCTh niepenavn JaHHBIX U HA3KAW THHT

3) SIpKoCTh 9KpaHa ¥ SPTOHOMUYIHOCTH KIIABUATYPHI

4) YactoTa 0OHOBJICHUS COIICETEH U KOJIMYECTBO JIAHKOB

5) Kpyrnocyrounas pabora oduca u GecruiaTHbIN Kode

8. OCHOBHBIMU CYOBEKTaMU MH(POPMAIIMOHHOM OE30IIACHOCTH SIBIISIOTCSL:
1) PyxoBoauTeny, MeHePKEPh, AIMUHUCTPATOPBI KOMIIAHUI

2) Oprassl paBa, rocyapcTsa, OusHeca

3) CereBble 6a3bl JaHHBIX, (haepBOJLIBL

4) IIporpaMMsbl JIOSITBHOCTH M MAPKETHHTOBBIC aKIIUU

5) MebGenb 1 oprrexHuKa (IPUHTEPbI, CKAHEPHI)

(Kommerenmms OITK-4)

1. TapaHTHs TOTO, YTO KOHKpETHAsE HH(OPMAIHS TOCTYITHA TOJIBKO TOMY KPYTY JIMII, JJIsl KOTO OHA NpeIHa3HAueHa;
HapyILICHUE 3TOW KaTETOPUU HA3bIBACTCS XUILIEHHEM JINOO paCKPHITHEM HWHPOPMALIUH

1) xoH(pUAECHIIMATBHOCTh

2) EeI0CTHOCTh

3) ayTeHTUYHOCTh

4) anenmupyemMocThb

2. I'apanTust Toro, uto UH(GOpPMAIKs celdac CYIIeCTBYET B €¢ HCXOIHOM BUJIE, TO €CTh MPH €€ XPaHCHUH WJIH Nepeiadye He

OBUTO MTPOU3BEICHO HECAHKIHOHHPOBAHHBIX U3MEHEHHIT; HAPYIIICHHE 3TOM KaTeropuu Ha3biBaeTcs (aibCUPHKALNEH COOOIICHNUS
1) koH(MUAECHIMATFHOCTH

2) ETOCTHOCTh

3) ayTeHTUYHOCTh

4) anemmpyeMocThb

3. lapaHTHs TOTO, YTO KICTOYHHUKOM MH(POPMALIUH SBISECTCS HIMEHHO TO JIUIIO, KOTOPOE 3asBJICHO KaK €€ aBTOp; HApYIICHHE
9TOW KaTErOpHH TakxkKe Ha3blBaeTcs (halbCUPHUKALIUEH, HO yKe aBTOpa COOOIICHUS

1) koH(MUAECHIMATFHOCTH

2) IeI0CTHOCTh

3) ayTeHTHYHOCTh

4) anemmpyeMocThb

4. I'apaHTus TOTO, 4TO MPU HEOOXOJAUMOCTH MOXKHO OYJIET JI0Ka3aTh, YTO ABTOPOM COOOILICHHS SBJISICTCS UMEHHO

3asIBJICHHBIN YE€JIOBEK, U HE MOXKET SBJIATHCS HUKTO APYroi; OTIMYKE STOW KATErOPUHU OT MPEBIAYIIEH B TOM, YTO MPH MOJMEHE
aBTOPA, KTO-TO JIPYTrOH MBITAETCS 3asiBUTh, YTO OH aBTOP COOOILCHHMS, a P HAPYLICHUH alleJUTUPYEMOCTH — CaM aBTOP IIbITAeTCS
"OTKpPECTUTHCS" OT CBOMX CJIOB, TIOJIMCAHHBIX UM OTHAXKIBI.

1) koH(UAEHINATBHOCTD

2) LIEJIOCTHOCTh



1) HagEKHOCTH

2) TOYHOCTh

3) KOHTpOJIb IOCTYTIA
4) KOHTPOJIUPYEMOCTh

6 Yposens Mojenn OSI, KOTOpEIiT 0TBeYaeT 3a JOCTABKY OONBIINX COOOIICHHUIT 10 IMHUSM ¢ KOMMYyTaIieil makeroB. Tak Kak B
MOJJOOHBIX JIMHUAX pa3Mep IaKeTa MpeJcTaBisieT co0oit 00brdHO HeGosbmoe yncio (ot 500 Gaift 10 5 KuIo6anT), TO A epeaadu
6oubIINX 005EMOB HH(OPMAIIUU UX HEOOXOJUMO Pa3OUBaTh Ha Iepearolleil CTOpoHe U coOMpaTh Ha IPUEMHOM.

1) ®usnyeckuil ypoBeHb

2) KananpHBIN ypOBEHD

3) CereBoii ypoBeHb

4) TpaHCTIOPTHBINA yPOBEHD

5) CeaHcoBbIii ypOBEHb

7. Yposens mozenu OSI, KOTOpHIi 0TBeYaeT 3a Mponeypy YCTaHOBJICHHS Hadajla CeaHca M IOATBepKACHUE (KBUTHPOBAHHUE)
MPUX0/1a KaKJO0To MaKeTa OT OTIIPABUTEIS ITOJIydaTelIro.

1) ®usnyeckuii ypoBeHb

2) KananbHbli ypoBeHb

3) CereBoii ypoBeHB

4) TpaHCTIOPTHBIN yPOBEHD

5) CeaHCOBBIIf YPOBEHB

8. HempenycMoTpeHHOE B3aMMO/ICHCTBHE TAHHBIX MEXy COOOW M JAHHBIX C KOJIOM
1) UnTepdepenuns

2) HapyiieHnue HessBHBIX OTpaHUYCHUT

3) Her BepHOro oTBeTa

4) Mudpaxuus

(KommeTtenmus OITK-6)

1. Mpunmun Kupxroda:

1) CexpeTHOCTP KITIO4a OMpeesieHa CEKPETHOCTHIO OTKPBITOTO COOOIIEHUS

2) CekpetHocTh HH(GOPMALINH OTPE/ieieHa CKOPOCTBIO TIepeiau JTaHHBIX

3) CekpeTHOCTh 3aKPBITOr0 COOOLIEHUS ONPEAENAETCS CEKPETHOCTBIO KIIoUa

4) CekpetHocTh HH(OpPMAIIMH 3aBUCUT OT LIBETOBOM raMMbl HHTEp(delica cucTeMbl

5) CreneHb CEKPETHOCTH ONPENENAETCS TPOMKOCTBIO 3BYKOBOTO COTIPOBOKIICHUS MPH Nepeaade JaHHBIX

2. OUII - aro:

1) OnextpoHHO-LIMPPOBOH Tpeodpa3zoBaTelib
2) DnexkTpoHHO-1IM(POBast MOIMTUCH

3) DnekTpoHHO-IU(BPOBOH TPOIIECCOp

4) DnekTpOHHO-IIU(HPOBOI IPOTOKOI

5) DnexrpoHHO-1M(POBOI mpudop

3. Haubosee pacnpocTpaHeHbl yrpo3bl HHPOPMAMOHHOM 0€3011aCHOCTH KOPIIOPATUBHOI CUCTEMBI:
1) IToxynka Henunenzuoxnuoro 110

2) OmmbKH 3KCIUTyaTalluy ¥ HEYMBIIUICHHOTO U3MEHEHHS PeKUMa pabOThl CUCTEMBI

3) Co3HaTenbHOTO BHEAPEHHS CETEBBIX BUPYCOB

4) Ce3oHHBIC KOJIEOaHNS TEMIIEPATYPHI B CEpPBEPHOI KOMHATE

5) Ucnions30BaHNe COTPYAHNKAMH HE3PTOHOMUYHBIX Kpecel

4. Hanbonee pacrpocTpaHeHbl yrpo3bl HHPOPMAMOHHOH 0€30MaCHOCTH CETH:
1) Ucnonp3oBaHue ycTapeBIINX MOHUTOPOB COTPYIHUKAMHU

2) HemocTaTo4HOE KOJMYECTBO KOMHATHBIX PacTeHHUN B ouce

3) ®ummnr, DDoS-ataxu, Bpenonocuoe 10, nHcaiinepckue yrpo3sl

4) OtcyrcTBHE KOGEMAaIIMHBI B IEPErOBOPHOM KOMHATE

5) HeperynsipHast yOopka cepBepHOI0 IIOMEICHUS

5. Haubonee pacnpocTpaHeHsl CpeAcTBa BO3JEUCTBUS Ha ceTh oduca:

1) CKBO3HSIKH U3 OTKPBITHIX OKOH B OHCe

2) Bpenonocuoe I1O (Bupycsl, TPOSHEL, ransomware), GUIIMHTOBBIE aTaKH, HECAaHKIIMOHHPOBAHHBII JOCTYII uepes3
ys3BuMocTH, DD0S-atakn

3) HemocrarouHoe KOIMYECTBO PO3ETOK IS 3apSAKH yCTPOHCTB

4) Vcnone3oBaHue COTPYAHNKAMH PYYEK BMECTO KapaHaamen

5) Otcyrereue Tabandku ¢ WiFi-naponem Ha peceriieHe

6. YTeukoii ”HGOpMaLUK B CUCTEME HAa3bIBACTCS CUTYaLUs, XapaKTepu3yemasi:

1) HecaHKIIMOHMPOBAaHHBIM pacpOCTPaHEHNEM KOH(PHICHIIMAIBHBIX JAHHBIX 32 MPEZesIbl 3alUIIEHHOT0 KOHTYpa
2) Cny4aiiHbIM OTKJIIOYEHHEM MOHUTOPA y COTPYIHUKA

3) IlnanoBbIM O0OHOBIIEHHEM aHTUBUpYCcHOTO 110

4) IlepectaHoBKOH Mebenu B oduce



7. CBoiicTBamMu HHPOPMAIMH, HANOOJIee aKTYaIbHBIMH MTPU 00ecTieueHH HHPOPMAIIHOHHOM 0€301IaCHOCTH SBJISIOTCS:
1) LlenocTHOCTB

2) JlocTynHOCTh

3) AKTyaJIbHOCTh

4) JHocToBEepHOCTH

8. ¥rposa undopmanioHHoi cucreMe (KOMIIBIOTEPHOI CeTH) — 3TO:
1) BepositHOE coObITHE

2) JlerepMuUHUpPOBaHHOE (BCETA OIPE/ICIICHHOE) COObITUE

3) CoObITHE, TIPOUCXOAAIIEE TIEPHOANICCKA

4) ocToBepHOE COOBITHE

9. Nudopmarus, KOTOPYHO CIIEAYeT 3alIMIIaTh (0 HOPMAaTHBaM, IPABUIIAM CETH, CUCTEMbI) HAa3bIBACTCS:
1) PermamentupoBanHoit

2) IIpaBoBoii

3) 3amurnaemoit

4) OOBEKTUBHOMN

(Komnerenuust OTIK-14)

1. K aciektam nHpOpMaMOHHON 0€30MacHOCTH OTHOCATCS (BBIOpaTh HE MEHEE ABYX BapUAHTOB)
1) duckpetHocTh

2) lenoctHOCTH

3) KonduaeHuaapbHOCTh

4) AxTyanpHOCTb

5) HocrynHoCcTh

2. Kaxoii opran o0ecrieunBaeT 6€30MacHOCTb yupeskaeHuil PO, Haxoasmuxcs 3a npesiesiaMy ee TEpPUTOPUH, U
KOMaHIMPOBaHHBIX 3a IpaHUIly rpaxaad PO, UMeromux 1o poxy cBoel IesTeNbHOCTH JOIYCK K CBEICHUSIM, COCTaBILIONIIM
TOCYIapCTBEHHYIO TaliHY?

1) ®enepanbHast ciyx6a 6€30MaCHOCTH

2) ®enepanbHas ciryx0a KOHTppa3BEAKU

3) Ciny:x0a BHEIIHEH pa3BeIKu

4) ®enepanbHas ciayx0a 10 TEXHUYECKOMY KOHTPOJIIO U 3KCIIOPTHOMY KOHTPOJIIO

3. Ycunenue npaBonpUMEHUTEIbHON IS TEIbHOCTH OPTaHOB UCIIOIHUTEIbHON BIACTH OTHOCHUTCS
1) k mpaBOBBIM MeToIaM oOecriedeHust UHPOPMAIOHHON 0€301acCHOCTH

2) K OpraHM3alMOHHO-TEXHHUYECKIUM METO1aM o0ecrieueH st HHPOPMALMOHHON 0€30MacHOCTH

3) K 5KOHOMHYECKUM MeTOAaM oOecrieueH s HHPOPMALMOHHON 0€301MacHOCTH

4) K MOMMTHYECKUM MeToIaM obecriedeH st HH)OPMAIIHOHHON 6e3011acHOCTH

4. dmsnueckue cpeacTBa 3aMUTEl HHPOPMAINH

1) Cpexncta, KOTOPBIC PeaTM3yIOTCS B BHJE aBTOHOMHBIX YCTPOHCTB U CHCTEM

2) YcrpoiicTa, BCTpanBaeMbIe HEITOCPEACTBEHHO B ammaparypy AC MM ycTpoicTBa, KOTOPEIE COMPSATAIOTCS C alapaTypon
AC 1o craHgapTHOMY HHTEpQeEiicy.

3) D10 mporpaMMsl, IpeAHa3HAYEHHBIE JUIS BHITOIHEHUS (QYHKIUH, CBA3aHHBIX C 3aIIUTOH HH(GOPMALUK

4) CpencTBa, KOTOpPBIE PEANTU3YIOTCS B BUE 3JEKTPUUECKHX, JIEKTPOMEXaHUYECKUX U 3JIEKTPOHHBIX YCTPOICTB.

5. TexHu4eckue CpeICTBA 3aUThI HHGOPMaUH

1) CpexncTa, KOTOPBIC PeaTU3yIOTCs B BHIE ABTOHOMHBIX YCTPOICTB M CHCTEM

2) YcrpolicTBa, BCTpanBaeMble HETTOCPEACTBEHHO B anmapartypy AC UM ycTpoHCTBa, KOTOPHIE CONPATAIOTCS C allmapaTypoit
TI0 CTaHAapTHOMY HHTepdeHcy

3) OT0 mporpaMMEl, IIpeHa3HaYCHHBIE IS BEITIOTHEHHS (PYHKIIHI, CBA3aHHBIX C 3aIIUTON HH(OpManuy

4) CpencTBa, KOTOpPBIE PEATNU3YIOTCS B BUAE 3JICKTPUUECKHX, YIEKTPOMEXaHIMYECKHUX U JEKTPOHHBIX YCTPONUCTB

6. Kaxoii u3 nepedncieHHbIX aIrOPUTMOB MIH(GPOBAHUS SBISETCSI CAMMETPUYHBIM?
1) RSA
2) AES
3) DSA
4) ECC
5) PGP

7. Ion nzonsuueit u pasnenenueM (tpedosanue k obecrnedenuto Mb) nonnmaror

1) ®u3ndeckoe pa3MelieHHe CEpPBEPOB B Pa3HBIX TOMEIICHUAX 3AaHUS

2) Ucnonb3oBaHue pa3HbIX [BETOB HHTep(eiica A pa3InuHbIX TPYII HOJIb30BaTeNeH

3) OrpanuueHue AOCTYyIA MOIb30BATEINEH U MPOLECCOB K CTPOTO ONPEACIEHHBIM pecypcaM CUCTEMBI
4) 3anpeT Ha COBMECTHBIE 00€IbI COTPYIHHKOB U3 Pa3HBIX OTIEIIOB

5) ABTOMaTH4ecKoe OTKIIOYEHHE MOHUTOPOB IIPH MIPOCTOE Oosee 5 MUHYT

WTOoroBoe TeCTUPOBAHHUE K SK3aMEHY
(Komnerenuus OITK-2)



2) KoMMepYecKas TaliHa
3) OaHKOBCKas TaiiHa
4) koHduICHIIMATBEHAST HHPOPMALUS

2. TapaHTHs TOTO, YTO KOHKpPETHAst HHPOPMAITHS JOCTYITHA TOJIBKO TOMY KPYTY JIMIL, JJI1 KOTOPBIX OHA TpeIHa3HAUCHA
1) koH(pUACHINATIBHOCTD

2) eI0CTHOCTh

3) IOCTYNHOCTb

4) ayTeHTUYHOCTb

5) anemmupyeMocTh

3. T 'apanTus Toro, uto AC Bener ce0si B HOpMAITbHOM U BHEIITATHOM PEXHME TaK, KaK 3alJIaHuPOBAHO
1) TouHOCTH

2) HaJICIKHOCTh

3) KOHTPOIUPYEMOCTH

4) ycToi4MBOCTh

5) IOCTYNHOCTb

4. CocoOHOCTb CHCTEMBI K LIEJICHAIPABIEHHOMY IIPUCIIOCOOIEHHIO IPU U3MEHEHUH CTPYKTYPBI, TEXHOJIOTHYECKUX CXEM HIIH
ycI0BHH (QYHKIMOHHPOBAHMUS, KOTOpOe cracaeT Biaagensbua AC oT HEOOXOAUMOCTH MPUHATHUS KapAUHATIBHBIX Mep IO ITOJTHOM
3aMeHe CPE/ICTB 3aIllUTHI Ha HOBBIE.

1) mpuHIUT CHCTEMHOCTH

2) IPUHINATI KOMIUTEKCHOCTH

3) npUHIUI HETIPEPHIBHON 3aLUTHI

4) NpUHIMII pa3yMHOM 10CTaTOYHOCTH

5) npuHIUT THOKOCTH CUCTEMBI

5. B xnaccudukanuio BUpyCcoB Mo CIOCO0Y 3apakKeHUs! BXOAT
1) onacusie

2) daitmoBsie

3) pe3ueHTHBIE

4) 3arpy304HbIe

5) Hepe3UICHTHbIE

6. KoMIuieke NpeBEHTUBHBIX Mep TI0 3alUTe KOHPHUICHIIMATBLHBIX TAaHHBIX U HHPOPMAIUOHHBIX MPOLIECCOB HA MPEAIPHATHH 3TO. ..
1) xommnekcHoe obecrieuenue b

2) 6e3omacuocth AC

3) yrpo3za Ub

4) araka Ha AC

5) monuTHKa 6E30IIaCHOCTH

7. Bupychl, He CBS3bIBAIOIINE CBOU KOTIHH ¢ (aillaMH, a CO3/IAI0IIIe CBOM KOITMK Ha ANCKAX, HE U3MEHSSI IPYTUX (aiiios,
Ha3bIBAIOTCA:

1) KOMIIaHBOH - BUPyCaMU

2) uepBu

3) mapa3uTn4eckue

4) MaKpOBHUPYCHI

5) mpu3paku

8. K Buzam crcteMsl 0OHapyEHHS aTak OTHOCSTCSL:

1) cucremsl, oOHapykenus ataku aHa OC

2) cuCTeMBbl, OOHAPYKEHUS aTAKU Ha KOHKPETHBIC IPUIIOKEHUS
3) cucrembl, 0OHApYKEHHUS aTakK Ha yJaleHHbIX bJ]

4) Bce BapHaHTHI BEPHbI

9. ABTOMaTH3MpOBaHHAS CUCTEMA JIOJDKHA 00ecreunBaTh
1) HagexxHOCTH

2) DOCTYIHOCTb

3) HEeNOCTHOCTh

4) KOHTPOJIHUPYEMOCTh

10. OCHOBHBIMH KOMIOHEHTaMH MAPOJIBHOI CHCTEMEI SBIISIOTCS
1) untepdeiic agmMuunCcTpaTOpa

2) XpaHUMasi KOs HapoJist

3) 6a3a maHHBIX YYETHBIX 3amucei

4) Bce BapraHThI BEpHBI

11. HexoTopoe cekpeTHOe KOIHMIEeCTBO HH(POPMAIINH, H3BECTHOE TOIBKO MOJIB30BATEIIO M ITAPOIBHOI CHCTEMe, KOTOPOE MOXKET OBITh
3aIIOMHEHO I10JTb30BAaTENIEM H TIPEIBSIBICHO IS IPOXOXKICHHS MPOLETYPH! Ay TeHTU(HUKAIUH 3TO ....

1) naenTuUKaTOp NOIb30BaATEILL

2) mapoJib MoNB30BATENS



12. K npuHnunaM nHGOpMalMOHHON 6€30I1aCHOCTU OTHOCATCS
1) ckpbITOCTH

2) MacTabHOCTh

3) CUCTEMHOCTH

4) 3aKOHHOCTh

5) OTKPBITOCTHU AITOPUTMOB

13. K BUpycaM U3MCHSIONINM Cpey OOUTAaHUS OTHOCATCS:
1) uepBu

2) cTyneHuecKre

3) nonumopQHbIe

4) CITyTHUKH

14. OxpaHa nepcoHaAIbHBIX JaHHbBIX, TOCY/IaPCTBEHHOH CITY>K€OHOI U IPYruX BUAOB HHQOPMAIMK OTPAaHUYCHHOTO AOCTYIA 3TO. ..
1) 3amuTa nHGOpPMAITUH

2) KomnbroTepHas 6€301acHOCTD

3) 3amuieHHOCTs HHGOpMALUH

4) Be3omacHOCTh JaHHBIX

(KommeTtenmus OITK-4)

1. B 3aBucuMocTH OT pa3mepa 01oka HHPOPMAIMH KPHIITOAITOPUTMBI IEISTCS Ha:
1) [lepecTranoBOYHBIE U TIOACTAHOBOYHBIE

2) CUMMETpHUYHBIE KPUITTOAITOPUTMBI i ACUMMETPHYHBIE KPUIITOAITOPUTMBI

3) IToTokOBBIC U OJIOYHBIC

4) Hert BepHOro oTBETa

2. AITOpUTM CKaTHs OPUEHTUPOBAH Ha HEOCMBICIICHHBIE [TOCJIEA0BATEILHOCTH CUMBOJIOB KaKOT0-1100 andaBura.
1) Anroputm Xaddpmana

2) Anroputm Jlemnens-3usa

3) Anroput™ Rijndael

4) Anroputm TEA

3. ANTOpPHUTM CXXATHS OCHOBAH HA000POT Ha KOPPEIAIMAX MEXK/TY PACcHONIOKEHHBIMHU PSIOM CHMBOJIAMH anaBUTa
(cmoBaMu, yHpaBIAIOIIIME OCTIEA0BATENFHOCTSIMH, 3aT0JIOBKaMH (aiinoB GUKCHPOBAHHOH CTPYKTYPHI)

1) Anroput™ Xaddmana

2) Anroputm Jlemnens-3uBa

3) Anroput™ Rijndael

4) Anroputm TEA

4. B KakOM KpUOTOAITOPUTME €IUHULEH KOIUPOBAHMUS SIBISIETCS OJUH OUT?
1) ITotokoBsIe UL

2) brounsie mudpsl

3) IloacTaHOBOYHBIE KPUIITOAITOPUTMBI

4) IlepecTaHOBOYHBIE KPUNTOAITOPUTMBI

5. B KakoM KpUNTOAITOPUTME €MHHULIEH KOTUPOBAHUS SIBISIETCS OJIO0K U3 HECKOIBKUX OalTOB?
1) IToroxoBble mudpst

2) Briounsle mudpsl

3) IToacTaHOBOYHBIE KPUIITOAITOPUTMBI

4) IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

6. JIntio, HEMOCPEACTBEHHO paboTaromiee ¢ JaHHOH nH(popMarueil. 3a4acTyio TOJIBKO OH B COCTOSIHIH PEATBHO OICHHUTb

Kiacc 00pabaTeiBaeMoil HH(pOPMAIUH, a HHOT[a M PAcCKa3aTh O HECTAaHAAPTHBIX METOaX aTak Ha Hee (Y3KOCTICIU(HIHBIX IS
3TOr0 BUJA JAHHBIX).

1) Crnenmanuct no nHdopMaioHHOH 0€30MacHOCTH

2) Brnaneneu nHpopmauu

3) ITocTaBuMK anmapaTHOTrO U MPOrPAMMHOT0 00eCTIeUeHHs

4) JIuneiiHbIl MEHEIKEP

7. OOBIYHO CTOPOHHEE JIUII0, KOTOPOE HECET OTBETCTBEHHOCTS Iepe]] GUpMOii 3a moiepKaHue T0JDKHOTO YPOBHS
“HPOPMALMOHHON 0€30MaCHOCTH B TIOCTABIISIEMbIX UM IIPOJIYKTOB.

1) Crieranuct o nHGOPMAIHOHHON 0€30MacCHOCTH

2) Bnanener napopmaiuu

3) ITocTaBuMK anmapaTHOrO U MPOrPAMMHOI0 00eCTIeueHHs

4) JIuHeiHbIi MEHEIKED

8. JInio, KoTOpOE SIBISIETCSA IPOMEKYTOUHBIM 3BEHOM MEXKY ONEPaTOpaMy M CIELHUANUCTaMU 10 HHPOPMAaLMOHHON
6e3omacHocTH. Ero 3amaya — cBOeBpeMEHHO M KaU€CTBEHHO HHCTPYKTHUPOBATh IOAYMHEHHBII eMy IepcoHai 000 BceX TpeOOBaHMAX
CcIVKORT OER0TTACHOCTH U CITENMUTR 33 €€ UX RRITTOTHEHWEM HA habodYuX MecTax.



9. JIuna, OTBETCTBEHHBIE TOJBKO 32 CBOU MOCTYNKH. OHM HE TPUHUMAIOT HUKAKUX PEIICHUH U HU 33 KEM HE HAaOJII0Jai0T
1) Cneunanuct no nHPOPMAIMOHHOM 6€30MaCHOCTH

2) Bnaneneu napopmauu

3) Omneparop

4) JIuHeiHbIi MeHeKep

10. BHenHue crenuaaucTsl Wid (GupMbl, HAHUMaeMble IPEeIIPUATHEM UL IEPUOAUIECKON (TOBOIBHO PEIKON) IPOBEPKU
OpraHu3alyy U (pyHKIUOHUPOBAHUS BCEH CUCTEMBI 0€30IIaCHOCTH

1) Crnenuanuct 1o “HGOPMALMOHHON 0€301aCHOCTH

2) Bnanenen napopmaiuu

3) Omneparop

4) Ayauropsl

11. Cpennee MmakcuMaabHOE BpeMs OTKa3a JijIsl HHPOpMaIUH 3 Kilacca 0€30TKa3HOCTH
1) 1 nenn

2) 2 yaca

3) 12 munyt

4) 20 munyT

12. Cpennee MakcuMajIbHOE BpeMs OTKa3a A1 HH(popMaruu 2 kiacca 6€30TKa3HOCTH
1) 1 mens

2) 2 gaca

3) 12 munHyT

4) 20 munyT

13. Cpennee MakcuMalbHOE BpeMst 0TKa3a Juisi nHpopManuu 1 knacca 6€30TKa3HOCTH
1) 1 nens

2) 2 yaca

3) 12 munyt

4) 20 MuHyT

14. Cpennee MakcuMalibHOE BpeMst 0TKa3a st nHpopManuu 0 kiiacca 6€30TKa3HOCTH
1) 1 mens

2) 2 gaca

3) 12 munyt

4) 20 munyT

15. B kakoM KpUITOAITOPUTME €UHULIEH KOIUPOBAHHUS SBIISIETCS OJUH OUT?
1) TaiiHonMCh

2) IlepecranoBOUYHBIE

3) [loxpcraHOBOYHBIE

4) IToToxoBEIE

(Kommetenmms OITK-6)

1. Cucrema ¢u3nueckoii 6€30MacHOCTH BKJIFOUACT B €e0s CIICIYIOIHE OCHCTEMBI:
1) orieHKa 00CTaHOBKHU

2) CKPBITHOCTh

3) cTpouTenbHBIC MPENATCTBUSL

4) aBapwuiiHas ¥ MokapHasi CUTHAJIN3ALHS

2. Kaxwue crerneHH CloXHOCTH yCTpoicTBa Bam n3BecTHBI
1) ymporieHHbIe

2) mpocTeie

3) cioxHbBIE

4) onTHdeckue

5) BCTpOEHHEBIC

3. K MexaHM4YeCKUM CHCTEMaM 3aIUThl OTHOCATCS:

1) AHTHBUPYCHBIE IPOTPAMMBI U MEXKCETEBBIC IKPaHbI

2) Ceiidsl, MeTaJUINYECKHE MIKA(BI, 3AIIUTHBIC )KaTI03H, MEXaHUYECKHUE 3aMKHU
3) Buomerpuueckue ckaHepbl OTIEYATKOB MaJbIIEB

4) Kpunrorpadudeckue anropuTMbl udpOBaHHUsL

5) [HomuTHKa TapOILHON 3aMUTHI B OPraHU3auN

4. HabGop anmapaTHbBIX ¥ IPOrPAMMHBIX CPEZCTB JJIsl 00ECIICUCHHS COXPAHHOCTH, JOCTYITHOCTH U KOH(QHICHIIMATBHOCTH JITAHHBIX:
1) 3ammra nndopmarun

2) KommneroTepHas 6e30macHOCTh

3) 3amuIeHHOCTh HHPOPMALIUT



4) be3omacHOCTh JaHHBIX

5. Madopmanus mo3Bossommast ee 001aaTelo MpH CYIIECTBYIOMINX WIIH BOSMOXKHBIX 00CTOSTENILCTBAX YBEIHINBATH JOXO/IH,
COXPaHHUTB MOJOKEHHE Ha PBIHKE TOBAPOB, PabOT MM YCIYT 3TO:

1) rocymapcTBenHas TaiiHa

2) 6aHKOBCKas TaiHa

3) koMMepuecKas TaiiHa

4) xoHpuneHIMaNbHas UHOPMAIUL

6. 'apaHTHs TOTO, YTO NIPH XpAaHEHUH WK Tieperade HHGOopMaluu He ObUIO MPOU3BEICHO HECAHKIIMOHUPOBAHHBIX N3MEHEHHIA:
1) KoH(bUAEHIMATBHOCTh

2) DOCTYIHOCTh

3) ayTeHTUIHOCTD

4) eI0CTHOCTH

5) anmenepyemMocTb

7. T'apaHTHs TOYHOTO U TIOJIHOTO BBIMOJHEHUS KoMaH ] B AC:
1) HaneXHOCTH

2) TOYHOCTH

3) KOHTPOJIMPYEMOCTH

4) yCTOWIHBOCTH

5) nocTymHOCTh

8. YpoBeHb 3aIuTHI, IpH KOTOPOM 3aTPaThl, PHCK, pa3Mep BO3MOXKHOTO ymmepda OBLIH ObI IPHEMIIEMBIMH:
1) IPUHIMI CUCTEMHOCTH

2) IPUHIMII KOMIIJIEKCHOCTU

3) NpUHIUI HENIPEPLIBHOCTH

4) npUHIMII pa3yMHOM 10CTaTOUHOCTH

5) npuHIUT THOKOCTH CHCTEMBbI

9. COBOKYITHOCTh HOPM, TIPAaBHII M MIPAKTHUECKUX PEKOMEHIAINH, perIaMeHTUPYIommX padoTy cpencts 3amuTtel AC 0T 3aJaHHOTO
MHOYKECTBA YTpo3 0e30IacHOCTH:

1) KommiekcHoe obecrieueHrue nHPOPMAITHOHHOH 0€30TacHOCTH

2) bezomnacHocTh AC

3) Yrpo3a uHpopMamoHHOH 0€301acHOCTH

4) Ataka Ha aBTOMaTH3HPOBAHHYIO CUCTEMY

5) IonuTrka 6€30MacHOCTH

10. K tunam yrpo3 6e30macHOCTH NapOJIbHBIX CUCTEM OTHOCATCS
1) cnoBapHast ataka

2) ToTampHBINA TIEpeOop

3) aTaka Ha OCHOBE IICHUXOJIOTUH

4) pasriameHue napaMeTpoB y4eTHOM 3amucu

5) Bce BapHUaHThl OTBETa BEPHBI

11. OcoGeHHOCTIMH HH(POPMALIMOHHOTO OPYXKHUS SABIISIOTCS:
1) cucremMHOCTH

2) OTKPBITOCTH

3) yHHBEpCATBHOCTH

4) CKpBITHOCTH

(Kommetenmus OITK-14)

1. Kakast TEXHOJIOTUS UCIIONIB3YETCSI IS 3aMIUTHI HHPOPMAIMK B 6ECIPOBOAHBIX CETsX?
1) MP3-konupoBanue

2) WPA3 (Wi-Fi Protected Access 3)

3) JPEG-cxarue

4) Bluetooth-cunxponusarms

5) HDMI-unrepdeiic

2. Kakue anroputmbl m(poBaHUsl OTHOCITCS K ACUMMETPUYHBIM?
1) RSA

2) AES

3) Blowfish

4) RC4

3. Kaxue anropuT™sl IUQGpoBaHUs OTHOCATCS K CHMMETPUIHBIM?
1) RSA

2) AES

3) Diffie-Hellman

4) ECC



4. Kakue TexHH4ecKue CpeICTBa UCTIONB3YIOTCS JJIs 3aIUThl HH(OopMalnuu?
1) Bpanamayspsl, antuBupycsl, VPN

2) IlpuHTEpBI, CKaHEPBI, KOMTUPOBAJIbHBIC ATIITAPATHI

3) CepBepbl, MapIIpyTU3aTOPhI, KOMMYTaTOPHI

4) Het npaBUILHOTO OTBETA

5. Uro Takoe ys3BUMOCTb CTpaHMIIbI BeO-caiita?

1) CriocoOHOCTB CTpaHUIIbI BBIIEPKUBATH OOJIBIIOE KOJIUYECTBO 3aIIPOCOB
2) CriocoOHOCTh cTpaHHLIbl 00ecneynBaTh KOH(UICHIIMAIbHOCTD JaHHBIX
3) CriocoOHOCTH CTPAHMIIBI 3AIIMIIATE OT aTaK XaKepoB

4) CriocoOHOCTh CTPaHUIIBI OBITH 3ALIUIEHHOW OT BPEIOHOCHBIX MIPOTPAMM

6. Kakue 3eMeHThI anreOpbl HCHOJIB3YIOTCS B KpUnrorpaduu?

1) KoMMyTaTHBHOCTB, aCCOIMATUBHOCTD, TUCTPUOYTHBHOCTh

2) KoMMyTaTHBHOCTB, aCCOIMATHBHOCTH, HAEMIIOTEHTHOCTh

3) KoMMyTaTHBHOCTB, aHTHACCOLMATUBHOCTD, TUCTPUOYTHUBHOCTD
4) Het npaBUILHOTO OTBETA

7. Kaxoil MmeTo ucnonb3yeTes JUIs 3alMThl HHGOPMAIUY OT aTakK TUIA "0TKa3 B 00CTyXKUBaHUU'"?

1) YcranoBka Oonee IpKUX JaMIIOUeK B CEPBEPHON KOMHATE

2) Perynsipras nepesarpyska MapipyTH3aTOpOB MO PACTIHCAHUIO

3) Ucnonp30BaHme 3aCTaBOK C MapoJieM Ha KOMITHIOTEpax

4) Vcnionb30BaHme CHCTEM 0OHapyKeHHs 1 TipenoTBparierns DDoS-arak (manpumep, Arbor Networks, Cloudflare)
5) IlpuMeHeHHE apXUBAlUH JAHHBIX Pa3 B MECHIL

8. Kakas TexHOJIOrHs HCHONb3YeTCs A 3aIUThl HH(POPMAIUU Ha YPOBHE MIPUIIOKEHUH?
1) TLS/SSL (HTTPS, FTPS, SMTPS)

2) MAC-anpecHas GpuibTparms

3) STP (Spanning Tree Protocol)

4) lebparmeHTanus aucka

5) Hactpoiika sipkocTu 3kpaHa

6.5. IlpuMepHasi TeMaTHKAa KypPCOBBIX PadoT (IIPOEKTOB)
Y4eOHBIM IUIAaHOM HE IPEyCMOTPEHO

6.6. MeToauyeckue yKazaHusi JUIs1 00y4al0IuXcs M0 0CBOCHHUIO AV CUMIIIMHBI (MOAYJIsT)
MCTO}II/I‘leCKI/Ie PCKOMCHAAIUH 10 MTOATOTOBKE K JICKIIMOHHBIM 3aHATUSIM

IIpocMmoTpuTe KOHCIEKT cpa3y nociie 3aHATuil. [lomeTbTe MaTepual KOHCIEKTa JIEKLUI, KOTOPbIN BbI3BIBAET 3aTPyJHEHUS JUIs
noHuMaHnus. [lonelTaiiTech HAlTH OTBETHI HA 3aTPYIAHUTEIbHBIE BOIIPOCHI, UCIOJIb3YS MpeIaraeMyto aureparypy. Eciau
CaMOCTOSTEIBHO HE YAAI0Ch pa300paThCs B MaTepuaie, ChopMyIupyiTe BOIIPOCH! U 00paTUTECh HA TEKYIEH KOHCYIbTalluy WU Ha
Omkaiiieil JeKuuy 3a MOMOILBIO K MpenoaaBaTento. Kaxayro Heenro peKoMeHIyeTcsl OTBOAUTH BpeMsl U1l TOBTOPEHUS
MIPOIIEHHOTO MaTepuaa, IpoBepss CBOM 3HAHUS, YMEHHS U HABBIKH 110 KOHTPOJIBHBIM BOIIPOCAM.

Pabora ¢ pekOMEHIOBaHHOM JIUTEPATYPOii:

IIpu paboTe ¢ OCHOBHOM M IOTIOJIHUTENEHOHN JTUTEPATypOil Lesecoo0pa3HO MPHIEPKUBATHCS TAKOH TocieoBarensHocTH. CHavana
MPOYUTATh BECh 3aJJaHHBIM TEKCT B ObICTpOM Temrie. L{enb Takoro YTeHus 3aKII04aeTCs B TOM, YTOOBI CO3/1aTh 00IIee NPeICTaBICHNIE
00 “3yyaeMoM Matepuae, IOHATh 00U CMBICI IPOYUTAHHOT0. 3aTeM NIPOUUTATh BTOPUYHO, O0Jsiee MEUICHHO, YTOOBI B X0
YTEHHUS IOHATH ¥ 3aIIOMHUTH CMBICI K&XKI0H (pa3sbl, KaxJ0Tro MOJ0KEHUS U BOIPOCca B IIeJIOM. UTeHHe NIPUHOCUT T0JIb3Y U
CTaHOBUTCS IIPOJYKTHUBHBIM, KOTIa COIPOBOXKAAETCS 3aUCSIMU. DTO MOXKET OBITh COCTABJIECHHE IJIaHA IPOYUTAHHOTO TEKCTA,
TE3WCHI WJIH BBIIIICKU, KOHCTIEKTUPOBaHKE 1 JIp. Br1Oop Bra 3amicy 3aBUCHT OT XapaKTepa H3y4aeMoro Marepuaia u reneil padboTsl
¢ HuM. Ecnu cozeprkanne Marepuraa HeCI0)KHOE, JIETKO YCBaMBaeMOe, MOKHO OTPaHHYUTHCS COCTAaBIIeHUEM IutaHa. Eciiu MmaTepuan
COZEPKHUT HOBYIO U TPYIHO YCBaUBaEMYI0 HH(POPMALUIO, 1IeJecO00Pa3HO €ro 3aKOHCIEKTUPOBaTh. I1aH — 3T0 cXeMa IPOYUTaHHOIO
MaTepHa’a, IepeueHb BOPOCOB, OTPAKAIOLINX CTPYKTYPY U NOCIEN0BAaTENbHOCTh MaTepuana. KoHCekT — 3To
CUCTEMaTU3UPOBAHHOE, JIOTUYHOE U3JI0KEHHE MaTepyaa UCTOUHHUKA. Pa3nudaioTcs ueTbIpe TUIa KOHCIIEKTOB: - IUIaH-KOHCIIEKT —
9TO Pa3sBEPHYTHIH JeTaTN3UPOBaHHbIH IUIaH, B KOTOPOM 110 HanOoJIee CIOKHBIM BOIPOCaM AAIOTCS OAPOOHbIEC OSICHEHHUS, -
TEKCTyalbHBII KOHCIIEKT — 3TO BOCIIPOM3BEACHHE Hanboee BayKHbBIX MOJI0KEHUH U (paKTOB MCTOYHHUKA, - CBOOOIHBIH KOHCIIEKT — 3TO
YETKO M KPaTKO M3JI0’)KEHHbIE OCHOBHBIE TTOJIOKEHHS B PE3YJIbTATE IIIyOOKOT0 N3yYeHHsl MaTepHaia, MOTYT IPHCYTCTBOBATh
BBINTUCKH, ITUTATHI, TE3UCHI; YaCTh MaTepHajia MOXKET ObITh MIPEACTaBICHA IUIAHOM, - TEMaTHYECKUI KOHCIIEKT — COCTABIISAETCS HA
OCHOBE MU3y4YEHHs psifla MICTOYHUKOB U JIaeT OTBET 110 U3y4aeMOMY BOIpocy. B mporiecce u3yuenust MaTepuaina HCTOYHUKA U
COCTaBJICHHS KOHCIIEKTa HYXKHO 0053aTeIbHO MIPUMEHSTH PA3JIMUHbIE BBIICICHUS, I0J3ar0JIOBKH, CO3/1aBast OJIOUYHYIO CTPYKTYPY
KOHCIIEKTa. JTO JAEaeT KOHCIEKT JIETKO BOCIPUHIUMAEMBIM H yIIOOHBIM Ui PaOOTHI.

MCTO}II/I‘ICCKI/IC PCKOMEHAAIUH 10 TIOATOTOBKE K NPAKTHUICCKUM 3aHATUAM

[IpakTudeckue 3aHATHS NPEACTABIAIOT 0CO0YI0 (GOpMy coueTaHHsl TEOPUU U MPAKTUKY. VX Ha3HaueHHe — yriayOiaeHnue npopadoTKH
TEOPETHYECKOI0 MaTepHalla IpeAMeTa MyTeM PEryaspHOil U MIIaHOMEPHOH CaMOCTOSTENILHOM PabOThl CTYICHTOB Ha POTSHKEHUH



Bcero Kypca. [Ipomecc moOAroTOBKY K IPAKTHIECKUM 3aHATHSAM BKIFOYACT H3yYCHHE HOPMATHBHBIX JOKYMECHTOB, 0053aTeIBHON U
JIOTIOJIHUTEIILHOM JIMTEPATYPHI [0 paccMaTpuBaeMoMy Bompocy. HemocpeactBeHHOE MpoBeACHNUE IPAKTHIECKOTO 3aHITHSI
OPE/IoIaract, HaupuMep:

- HHAWBH/YaJbHbIC BBICTYILICHHS CTYACHTOB C COOOLICHHUSIMH IO KAKOMY-JIHO0 BOIIPOCY M3y4aeMON TEMBI;

- hpoHTaANTBHOE 00CYKICHHE PacCMaTPUBAEMO# IPOOIIEMbI, 000OIICHNS U BHIBOJIBI,

- pelIeHure 3a1a4 U yIpaKHSHUH 110 00pasiy;

- peleHHe BAPUAHTHBIX 3a/1a4 U yIPAXKHCHUIA;

- pellieHHEe CUTYaIMOHHBIX POU3BOACTBEHHBIX (TPOECCHOHABHBIX) 3a/1ay;

- IPOSKTUPOBAHKE U MOJICTTUPOBAHUE PA3HBIX BHAOB M KOMIIOHEHTOB MPO()ECCHOHATIBHOI ASSITENbHOCTH;

- BBITIOJIHEHHE KOHTPOJIBHBIX paboT;

- paboTy ¢ TecTaMH.

IIpu MOATOTOBKE K MPAKTHYSCKUAM 3aHITUSAM CTYICHTAM PEKOMEHYETCS: BHUMATEIBHO 03HAKOMHTBCS C TEMAaTHKOH PAKTUIECKOTO
3aHSTHUS; IPOYESCTh KOHCIEKT JICKIUH IO TeMe, U3YYUTh PEKOMEHJOBAHHYIO JINTEPATYPy; COCTaBUTh KPATKHUil [IaH OTBETA Ha
Ka)KIIBI BOMPOC MPAKTHYECKOTO 3aHSATHS; IPOBEPUTH CBOHM 3HAHUSI, OTBEYAs HA BOMIPOCKI JJIsl CAMOTIPOBEPKH; €CIIM BCTPETSITCS
HE3HAKOMBIC TEPMHUHBI, 00SI3aTEIFHO 00PATHTHCS K CIOBAPIO U 3aQUKCHPOBATh UX B TeTpaau. Bce NUCHMEHHBIE 3a1aHHs BBIIOIHSITH
B paboueii rerpaau. IIpakTrdeckue 3aHATHS Pa3BUBAIOT y CTY/ACHTOB HABBIKU CAMOCTOSITEIBHOM PaOOTBHI 110 PEIICHHI0 KOHKPETHBIX
3aj1ad4.

Meroanyeckue peKOMEHIAUH [0 TIOATOTOBKE K 1JabOpaTOpHEIM paboTam

JlaGopatopHbie pabOTHI IPEACTABISIOT OHY U3 (JOPM OCBOCHHS TECOPETUUECKOTO MaTepHaia ¢ OHOBPEMEHHBIM ()OPMUPOBAHHEM
MPAKTUYIECKUX HABBIKOB B M3ydaeMoi quciuruinHe (Moayse). X Ha3HaueHue — yriayOJieHne mpopaboTKH TEOPETUIECKOTO
Marepuaia, opMUPOBAHHE PAKTUIECKIX HABBIKOB MIYTEM PETYISPHOMN U MIIAHOMEPHOI CaMOCTOATEIbHON PabOThI CTY/ICHTOB Ha
MPOTSHKEHUH Beero Kypea. [Ipoliece moAroToBKU K 1ab0paTOpPHBIM paboTaM BKIIIOUAET H3YUeHHUE HOPMATUBHBIX JIOKYMEHTOB,
00s13aTeNFHON M IONOJIHUTENBHOM JINTepaTypHl 10 paccMaTpuBaeMoOMy BOIIpocy. HemocpencTBeHHOE IpoBeaeHH e 1ad0opaTOpHOM
paboTEHI Mpe/IoaraeT:

- U3YYCHHE TEOPETHUECKOT0 MaTepuala 1o TeMe J1abopaTopHoil paboThI (110 BOIPOCAM U3y4aeMOi TEMBI);

- BBITIOJTHEHHE HEOOXOANMBIX pacyeTOB M SKCIIEPUMEHTOB;

- oopMIIeHHE OTUETa C 3aM0THEHHEM HEOOXOJUMBIX TaOJIHII, ITIOCTPOSHHEM I'padrKOB, ITOITOTOBKOM BEIBOJIOB 110 POIETaHHBIM
IKCIIEPUMEHTAM M TEOPETHUECKUM pacyeTaM;

- IO Ka)KI0H J1abopaTOpHOil paboTe MPOBOAUTCS KOHTPOJIb: IIPOBEPSETCS COCPIKAaHUE OTYETa, IPOBEPSICTCS YCBOCHHUE
TEOPETHYECKOT0 MaTepuala.

KoHTposb ycBOEHHS TEOPETHUECKOTO MaTepHaa sIBISIETCS] MHINBUAYaIbHBIM.

Meroaudeckue yka3aHHs 110 BBIITOJTHEHHIO OTYETA K Ja00paTOpHBIM padoTam

OCHOBHBIM TpeOOBaHHEM IT0 BHIIOIHEHUIO TA00OPAaTOPHBIX M MPaKTHYECKUX paboT SIBISIETCS MOIHOE HCUePIBIBAOIIEe OIMCAHUE
BCel MpoIelaHHON paboTHI, MO3BOJISIONIEE CYIUTh O ITOJYYEHHBIX PE3YNIbTaTax, CTEIEHH BHIIOJIHEHHS H TPO(ECCHOHATBHON
TIOATOTOBKHU CTY/IEHTOB.

Meroauyeckue ykazaHus 00eceurnBaoT KOMIUIEKCHBII OAX0A B yueOHOH paboTe CTYAEHTOB, €IUHCTBO U IPEEMCTBEHHOCTh
TpeOoBaHMii K 0pOpMIICHHIO pE3yIbTaTOB Pa0OTHI HAa Pa3HBIX dTanax o0yueHus. C eUHBIX MO3UIHH TPUBEICHBI OCHOBHBIC
TpeboBaHUs K CTPYKType, 0GOPMIICHHIO M COAEPKAHUIO OTYETa 10 JaGOPATOPHBIM U MPAKTHUECKUM PaboTaM.

CrpykTypa oTuéTa:

- 1esb paboThI;

- KpaTKHE TEOPETHUECKHE CBEICHUS,

- XOJ1 BBITOJTHEHUSI PaOOTEL;

- BBIBOJIBL.

JlomoHUTEIbHBIE SJIEMEHTHI:

- IPUWIOKCHUS;

- bubnrorpadMUeCcKuil CMCOK.

TpeboBanus kK comep:kaHUIO OTUETA:

1. TuTynbHBIN IUCT

B BepxHeM T0Jie JIMCTA YKa3bIBAIOT MOJHOE HANMEHOBaHUE YIeOHOTO 3aBEJCHUS.

B cpennem nosne ykaspiBaercst BUJ pabOThl, B JAHHOM CiIy4ae JIabopaTopHas WM NpakThieckas paboTa ¢ ykazaHHEeM Kypca, 10
KOTOPOMY OHa BBINOJIHEHA, M HIDKE ee Ha3BaHHe. Ha3zBaHue paboThl mpuBoanTcs Oe3 cnoBa "TeMa" U B KaBBIUKHU HE 3aKITI0YAeTCS.
[Janee Gnke K IpaBOMY Kparo THUTYJIBHOTO JIMCTa YKa3bIBAIOT (haMIIINIO, MHUIMANB] ¥ TPYIILY YYallerocs, BRIIOJHUBLIETO padoTy,
a Taoke (paMUIHIo, HHUIMANBI IPETIoAaBaTeNsl, HPUHSBIIETO PaboTy.

B HHKHEM TIOJIE JIMCTA YKA3BIBAETCS MECTO BBIOIHEHHS PaboThI U To11 ee Hanncanus (6e3 ciioBa rox).

2. Lenb paboThl 10DKHA OTPaXXKaTh TeMy pabOThl, a TaK)Ke KOHKPETHBIE 33]ja4H, IOCTaBJICHHbIE CTYACHTY Ha NEPHO/] BBITIOIHEHHS
paboTtsl. [To 06beMy 1enb padoThl B 3aBUCUMOCTH OT CJIOKHOCTH U MHOT03aJauHOCTH PabOThI COCTABISET OT HECKOJIIBKUX CTPOK 10
0,5 crpaHuIbL.

3. Kparkue TeopeTudeckue cBeeHus. B 3TOM pazzene uziaraercsi KpaTKoe TEOpPETHYECKOe OMMCaHNe U3y4aeMOil B paboTe TeMBbI.
Marepuan pasena He A0JDKEH KONUPOBATh COAEPKAHUE METOIMIECKOTO TOCOOHs MK ydeOHUKa [0 JaHHOH TeMe, a
OTPaHUYMBAETCS U3JI0KEHUEM OCHOBHBIX HOHATHUH, TpeOyIOmuUXCst 1715 JaidbHeHel 00paboTKy MOTy4eHHbIX pe3yabTaToB. O0beM
JUTEPaTypHOTO 0030pa He JOJDKEH NpeBhIIaTh 1/3 yacTu Bcero oTyeTa.

4. Xon BbINOIHEHHS paboThl. B maHHOM paserne moapoOHO U3IaraeTcs METOIMKA BBHIIOIHEHHS paboThl, IPOLIECC MOTYUEHUs
JAHHBIX U c1oco0 nx 00paboTku. Eciu uenosap3yroTes cTaHJapTHHIE TAKeThl KOMIBIOTEPHBIX IIPOrpamMM Ui 00paboTKH
SKCHEPUMEHTAIIBHBIX PE3YJIBTAaTOB, TO HE00X0IMMO 000CHOBATh BO3MOKHOCTD U 11€JIeCO00Pa3HOCTh UX MPUMEHEHHS, a TAKKe
HOAPOOHOCTH 00PabOTKH AAHHBIX C UX MOMOILBIO.



5. BriBozbI 10 paboTe - KpaTKO U3NIAraroTcsi pe3ysIbTaThl paboTHI, OTYYSHHBIE B PE3yJIbTaTe BBITOJHEHHS PAOOTHI, a TAKXKe KPAaTKUH
aHaJIN3 TOJyYEHHBIX PE3YJIbTATOB.

Ortuer o abopatopHoi padote opopmisieTcs Ha nucte popmarta A4. Jlomyckaercs: opopMIIeHHE OTYETA IO J1abopaTopHOi pabore
B 3J1eKTpOHHOM Bujie cpeactBamu Microsoft Office. Texct paboTsr 1omKeH OBITH HameyaTaH Yepe3 MOoITOPa HHTEPBAIa MIPUPTOM
Times New Roman, xerib — 12. Iosist JOJKHBI OCTaBaThCS [0 BCEM YETHIPEM CTOPOHAM MIEYATHOT'O JIUCTA: JIeBOe — He MeHee 30 MM,
npaBoe — He MeHee 10, HikHee — He MeHee 20 U BepxHee — He 15 MM.

JI7ist 3amuThl 1a00paTOPHOI PaboOThI CTYICHT TODKEH MTOJATOTOBUTh OTUET, IPOBECTH CAMOCTOATEIbHYIO PaOOTy, HMETh OTMETKY O
MPOBEPEHHOM OTYETE.

Pe3ynbTaThl ONpenensoTes Mo NATHOAIIBHON CHCTEME OLICHOK.

Meroandeckue peKOMEHIAUH 10 BBITOJHEHHUIO pedepara

Pedepar — nucemenHas padora o6beMoM 8—10 cTpaHuil. DTO KPaTKOE U TOUHOE H3JIOKEHUE CYIIHOCTH KaKOTO-JTHOO0 BOMPOCA, TEMBI.
Temy pedepara CTyneHT BEIOMpAET U3 MPEIIOKEHHBIX IPeTojaBaTeNeM N MOXKET NPEUIOKHUTE CBOW BapHaHT. B pedepare HyKHBI
pa3BepHYTHIC apTyMEHTEI, pacCyXJIeHH, cpaBHeHUs. ColepskaHHe TeMBI H3JIaracTcs 0ObEKTHBHO OT MMEHH aBTopa. DyHKIun
pedepata: HHOPMATHBHAS, TOUCKOBAsI, CIIPABOYHAS, CUTHAIbHAS, KOMMYHHUKaTHBHAst. CTENICHb BBIMOTHEHUS 3THX ()YHKIIUI
3aBUCHT OT COIEPKATEIbHBIX U (POPMATIBbHBIX KauecTB pedepaTa U Uil KaKuX leNeil X croib3yeT. TpeboBaHus K S3bIKY pedepata:
JIOJDKEH OTIIMYATECS. TOYHOCTBIO, KPATKOCTBIO, ICHOCTEIO U IIPOCTOTOM.

CrpykTypa pedepara:

1. TUTynBHBIH JUCT

2. OrnapneHue (Ha OTACTBHON CTpaHHMIlEe). YKa3bIBAIOTCS Ha3BaHHS BCEX pa3zielioB (MIYHKTOB IIaHa) pedepaTa U HOMepa CTPaHHIL,
yKa3bIBAIOIINE HAUaJlo 3TUX Pa3JesioB B TeKcTe pedepata.

3. Beegenue. ApryMeHTHPYETCS aKTyallbHOCTh UCCIIEJOBAHUS, T.€. BBIABIIAETCS IPAKTUUECKOE U TEOPETUUECKOE 3HAUCHUE JaHHOTO
uccienoBanus. Jlanee KOHCTaTUPYETCs], YTO CAETIAHO B JAHHOH 001acTu NpealIecCTBEHHUKAMHU, I€PEUUCIIIOTCS IOJI0XKEHNU,
KOTOpBIE JOJDKHBI ObITH 000cHOBaHbL. O0s3aTeNIbHO (OPMYIUPYIOTCS LEIb U 3a7aul pedepara.

4. OcHoBHas yacTk. [ToqunHseTcss cCOOCTBEHHOMY IUIaHY, YTO OTPa)KaeTcsl B pa3/ieNIeHUH TEKCTa Ha TJIaBbl, Taparpadsl, IyHKTHL.
Ilman 0CHOBHO# YacTH MOKET OBITH COCTABJICH C MCIIOIBb30BaHUEM PA3IMYHBIX METOIOB IPYNIIUPOBKH MaTepHaia. B ciydae ecnu
HCTIONB3YETCS YbsI-THO0 HEOpAHMHAPHAS MBICIb, Uesl, TO 00S3aTeNbHO HY)KHO CHIENIaTh CCBUIKY Ha TOTO aBTOPA, Y KOTO B3ST JaHHBIH
Marepuai.

5. 3axmtouenue. [TocneHss 4acTh HAy4HOTO TEKCTa. B kpaTKkol U cxxaToi popMe U3araroTcsi MOIyueHHBIE PE3YIIbTATHI,
IpeICTaBIIsAIoIUe COO0 OTBET Ha INIaBHBIM BOIPOC HCCIIEIOBAHUS.

6. ITpunosxenue. MosxeT BKIIOYaTh rpaduky, TaOIUIbI, pacuyeThl.

7. bubnuorpadus (Crucok IuTepaTyphl). YKa3bIBaeTCs pealibHO MCIIOIb30BaHHAS Ul HAITMCaHUs pedepaTa nutepaTypa. HazBanus
KHUT pacIojiaraloTcs 1o andaBUTy ¢ YKa3aHHEM HX BBIXOAHBIX JaHHBIX. OOIIe TpeOoBaHMS K TOCTPOSHHIO, COACPKAHHUIO 1

0 OPMIICHHUION.

Ipu nmpoBepke pedepara OLEHUBAIOTCS:

- 3HaHHE (PAaKTUYECKOr0 MaTepualla, yCBOSHHE OOIUX NpeCcTaBlICHUH, TOHATHH, naek;

- XapaKTepHCTHKA peai3alliy LIeU U 3a/1a4 UCCIIeIOBAHUS;

- CTENIEHb 00OCHOBAaHHOCTH apI'yMEHTOB U 0000ILICHHIA;

- Ka4eCTBO W LICHHOCTH MOJYYEHHBIX Pe3yIbTaToB;

- UCTIONIb30BaHUE JUTEPATYPHBIX HCTOUYHUKOB;

- KyJIbTypa MUCEMEHHOTO H3JI0KEHHUS MaTepuana;

- KynIbTypa opopMIIeHUsI MaTepraioB paboTHI.

IIpaBuiia HanMcaHKUs HAYYHBIX TEKCTOB (pedepar):

31ech MPUBOIATCS PEKOMEHIAIMH 110 KOHCYJIFTUPOBAHUIO CTY/IGHTOB OTHOCUTENILHO IAaHHOTO BHJa CAMOCTOSTENIbHOM paboThl. Bo
BpeMsI KOHCYJIbTalluil PYKOBOIUTEIIIO CIEAYET NPETI0KUTh K 00CYXKICHUIO CIEAYIONIIE BOIPOCHL.

» KakoBa nctunHas nenp Bariero HaygyHOTo TeKcTa — 3TO MOMOXKeT BaMm pa3yMHO pacnpeennuTs CBOU CHITBI U BpEMSL.

* BaxHo pa3o0Oparbcs, KTo OyzneT «aurateraem» Bameit paboTsI.

* HaunHath nucath cephe3Hyro padoTy ClIeAyeT He paHbllle, YeM BO3HUKHET OIIYyIIEHHE, YTO MO padoTe ¢ HCTOYHMKAMH MOSBHINCH
HAeH, KOTOPHIMU MOKHO TOJIETTHTHCS.

. ILOJ'I)KH& 6I)ITI) nuaes, a Ijis 3Toro Hy>xHO Hay4YUTbCA J'II/I6O OTHOCUTBCA K Pa3sHbIM SABJICHUAM U q)aKTaM HECKOJIbKO KPUTHUYCCKHU (CBOS{
naecda — Kak uHasd TO4YKa 3pel-1m[), .]'II/I6O Hay4YUTBHCA YBJICKATbCA KaKUMHN-TO U3BCCTHBIMU UACAMU, KOTOPBIC HYKJAIOTCS B ﬂOpaGOTKe
(unes — Kak ONTHUMUCTHYECKAs MTO3ULUS U HAPaBIEHHOCTh HA JaJbHEHIIIee COBEPILICHCTBOBAHUE Y>KE U3BECTHOTO).

e [Tucate CJIEAYCT sICHO U IOHATHO, CTapasiCb OCHOBHBIC ITOJIOXKCHUS (l)OpMyJ'lI/IpOBaTL YE€TKO U HEABYCMBICJICHHO, a TAK)KE CTPEMSACH
CTPYKTYPUPOBATh CBOH TEKCT.

* O0ObEM TeKCTa U pa3InIHble 0POPMUTENBCKUE TPEOOBAHMS BO MHOTOM 3aBUCST OT MPUHATHIX B KOHKPETHOM Y4€OHOM 3aBEICHUH
TTOPSIIKOB.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAANU 110 BBIITOJIHEHUIO KOHTPOJIbHBIX pa60T

KonrposnpHas paboTa BeIONHsETCS 10 BapuaHTaMm. Ha OnaHke ykaspiBaeTcst pakynbTeT, Kype, rpymmna, ®UO crynenTta. Bonpocst
CTpOSITCSl HA OCHOBE TECTOBBIX M CUTYaTUBHBIX 3aJ]aHni. B TeCTOBBIX 3a7jaHusX, BHIOMpAeTCs npaBuibHbIH(bIe) 0TBET(bI). [Ipn
PelICHHH CUTYaTUBHBIX 3aJJaHUH BHIOMpAETCS MPaBUIIbHAS MOCIIEIOBATEIILHOCTD JICHCTBUI B pacCMaTpUBaeMON CUTYaIUH.
IIpoBepka KOHTPOJIBHOW PabOTHI MO3BOJISET BBISIBUTH U UCIIPABHUTH JOMYIICHHBIC CTYICHTAMU OLIMOKH, yKa3aTh, KAKUE BOMPOCHI
JTUCLUIUIMHBI (MOJyJIsl) UMM HEIOCTaTOYHO YCBOEHBI U TPeOyIOT NopaboTKu. CTYJeHT JOJDKEH BHUMATEIbHO O3HAKOMUTHCS C
MTUCEMEHHBIMH 3aMEYaHUsMU PETNOIABATENS U MPUCTYIIHTh K UX UCTIPABICHUIO, JUTS YEeTo ellle pa3 HOBTOPUTH COOTBETCTBYIOLINI
Marepuai.

MeTO,HI/I‘IGCKI/Ie PEKOMEHAAUU 11O MOATOTOBKE K KOJIJIOKBUYMY



KomokBryMoM Ha3bIBaeTcs cobeceoBaHKe MPENoaBaTeNs U CTY/ICHTA [0 3apaHee ONpeeICHHBIM KOHTPOJIbHBIM BOIIPOCAM.
Lenbro KOMUIOKBHYMA ABIIETCS (OPMUPOBAHKE Y CTYACHTA HABBIKOB aHAJIN3a TEOPETUIECKHX MPOOIEeM Ha OCHOBE
CaMOCTOSITEILHOTO H3ydeHUsl yueOHOM 1 HaydHOH auTepaTypsl. Ha KOIOKBHYM BBIHOCATCS KPYIHBIE, TPOOJIEMHBIE, HEPEAKO
CIIOpHBIE TEOPETUUECKHE BOIIPOCHL. YTIOp JenaeTcs Ha MOHOrpadmdeckue paboTsl mpodeccopa-aBTopa TaHHOTO cnenkypea. Ot
CTyZAeHTa TpeOyeTcs:

- BJIaJICHHE M3YYCHHBIM B X0JI¢ Y4eOHOT0 Mpoliecca MaTepUaioM, OTHOCSIIIIMMCS K pacCMaTpUBaeMoi pobieme;

- 3HAHHE PA3HBIX TOYCK 3PEHHUs, BHICKA3aHHBIX B HAYYHOU JIUTEPATYpe MO0 COOTBETCTBYIOLICH MPOOIeMe, YMEHUE COMOCTABIIATh HX
MEXy co00ii;

- HaJTMYMe COOCTBEHHOTO MHEHHS 10 00CYKAaeMbIM BOIIPOCaM M YMEHHE €ro apryMEeHTHPOBATb.

KonnoxBuyM - 3T0 He TONBKO (hOpMa KOHTPOJIS, HO M METOJ YIITyOJIeHUs], 3aKpeIIeHHUs] 3HAaHUH CTY/IEHTOB, TaK KakK B X0/
co0eceI0BaHMS MTPENOAABATENb PA3bCHSET CI0KHBIE BOIPOCH], BO3HUKAIOIINE Y CTYJEHTa B IPOLECCe N3YISHHS TaHHOTO
ucroynnka. OTHAKO KOJUIOKBHYM HE KOHCYJIBTAIMS U He k3ameH. Ero 3amaua 100UThCs rIyOOKOT0 H3YUeHUsT OTOOPaHHOTO
Marepuana, IpoOyauTh Y CTYACHTa CTPEMIICHUE K YTCHUIO JIOMONHUTEILHON COIMOIOTHYeCKON TuTepaTypsl. [IoAroToBKa K
KOJUIOKBUYMY HAYMHAETCS C YCTAHOBOYHOMN KOHCYJIbTAIIUH MPEIOIaBaTellsl, HA KOTOPOH OH pa3bsiCHSIET Pa3BEPHYTYIO TEMATHKY
poOJIeMbI, PEKOMEHIYET JIUTEPaTypy JUIS U3YUeHHs U OOBSICHSCT MPOLeNypy MpOBeACHNS KOUTOKBUyMa. Kak mpaBuio, Ha
CaMOCTOSTEIbHYIO TOJTOTOBKY K KOJUIOKBUYMY CTYIIEHTY OTBOAUTCS 3-4 Hexenu. MeToaudecKue yka3aHHs COCTOST U3
PEKOMEHIaNN 10 U3YYEHHIO HCTOYHUKOB H JINTEPATYPHI, BOIIPOCOB JUISl CAMOIIPOBEPKH 1 KPAaTKUX KOHCIIEKTOB OTBETA C
HepeYrCIeHHEM OCHOBHBIX (JaKTOB U COOBITHI, OTHOCALIMXCS K MMyHKTaM IUIaHa KaXI0H TeMBL. DTO JOJKHO OMOYb CTYAEHTaM
IeJICHANPaBIeHHO OPraHU30BaTh PaboTy MO OBIAZIEHUIO MaTEepHaIoOM U €ro 3allOMUHAHHMIO. [Ipy MOAr0TOBKE K KOJUIOKBHYMY
CIIeNTyeT, TPEKJIE BCETO, MPOCMOTPETH KOHCIICKTHI JICKINH U MPAKTUUECKUX 3aHATHIH U OTMETUTh B HUX UMEIOIIHECS BOIPOCHI
KoJuToKBUyMa. Eciin Kakue-To BONPOCH! BEIHECEHBI IIPETOaBaTeNIeM Ha CAMOCTOSITEIbHOE H3yUYeHHUE, CIIeyeT 00paTuThCs K
yueOHOI TuTepaType, pEeKOMEH/I0BaHHOW TPEMNoAaBaTelIeM B Ka4eCTBE HCTOYHHUKA CBEIICHHM.

KommoxBryM npoBoauTcs B popMe HHAMBUAYATHHON Oeceapl MPEeroaBaTelis ¢ KaKAbIM CTYASHTOM WIH Oecelbl B HEOOIbIINX
rpymmax (2-3 genoseka). OOBIYHO MPENOIaBaTe b 33]aeT HECKOJILKO KPATKMX KOHKPETHBIX BOTIPOCOB, TO3BOJISIOIINX BBISICHUTH
CTeINeHb JOOPOCOBECTHOCTH PabOTHI C IUTEPATYPOM, MPOBEpsIET KOHCIEKT. [Janee 6onee moapoOHO 00CykaaeTcs Kakasi-Iiu0o
CTOpPOHA MPOOJIEMBI, YTO ITO3BOJISIET OLIEHUTh YPOBEHb MOHMMaHMs. [10 HTOraM KOJTOKBIYMa BBICTaBIsieTcs quddhepeHnnpoBaHHas
OLICHKA I10 MATHOAIIBHOI cucTeMe.

Meroanueckre peKOMEHIAIUH [0 YCTHOMY OIIPOCY/CaMOIIOTOTOBKE

ITocne uzyueHus onpeaeaeHHON TeMBbI 10 3alUCsAM B KOHCIIEKTE U YUeOHHKY, a TakKe PEeLIeHHs JOCTaTOYHOTO KOJIHMYECTBa
COOTBETCTBYIOLIMX 33/1a4 Ha IPAKTUYECKHUX 3aHATUSIX U CAMOCTOSTENBHO CTYIECHTY PEKOMEHIyeTCs, UCIIOIIb3Ys JINCT OMOPHBIX
CHUTHAJIOB,

BOCIPOU3BECTH M0 TTIAMSTH ONPEIeICHUs, BBIBOIBI GopMyI1, HOPMYITHPOBKH OCHOBHBIX TIOJIOKEHHUI U JOKa3aTeNbCTB. B cirydyae
HEOOXOINMOCTH CIIEAyeT PEKOMEHIOBATh eIlle pa3 BHUMATEIbHO pa3o0parhkes B MaTeprae. MHorna He1ocTaTOYHOCTh YCBOCHUS
TOTO WJIM MHOTO BOTIPOCA BBIICHAETCS TOJBKO IPU U3YYEHHUH JalbHENIIero Mmarepuana. B aToM cirygae Hazo BEpHYThCS Ha3al U
HOBTOPUTH IUIOXO YCBOEHHBINH MaTepua. BaxxHbIi KpUTEpHUil yCBOSHUS TEOPETHUECKOI0 MaTepyala — YMEHUE PEIlaTh 3a1aud WIn
IPOUTH TECTUPOBAHUE IO NPOHAeHHOMY MaTepuary. OHaKO IPenoJaBaTeNo ClieAyeT IOMHUTD, YTO PABUIBHOE PEIICHUE 3a1a4n
MOXKET MOJIYYUTHCS B pe3ybTaTe IPUMEHCHUS MEXaHUYECKH 3ay4EeHHbIX (GopMyI1 Oe3 MTOHUMAHUS CYIIHOCTU TEOPETHYECKUX
HIOJIOKEHU.

MCTO}II/I‘leCKI/Ie PCKOMEHAAIUU 10 TTOATOTOBKE K CCMHUHAPCKUM 3aHATUAM

OnHUM M3 BUIOB BHEAYIUTOPHOW CAMOCTOSITEILHOM PaOOTHI SBIISETCS MOArOTOBKA K CeMHHAPCKUM 3aHATHAM. CemuHap — Gpopma
y4eOHO-TIPaKTHYECKUX 3aHATHI, TPU KOTOPOH CTYIAEHTHI 00CYKIAIOT COOOIIEHNS, TOKIAAbI i pedepaThl, BEITOJTHEHHBIE HMH IO
pe3ynbTaTaM yaeOHBIX WM HayYHBIX HCCIIeIOBAaHHH 1OJ] pYKOBOJICTBOM IpenoaBaTeis. [IpenoaaBaTens B 9TOM CIydae sBISeTCS
KOOPJIMHATOPOM OOCYKIEHHI TEMBI CEMHHApa, IIOATOTOBKA K KOTOPOMY SIBJIsieTCs 00s13aTenbHOM. [loaToMy Tema ceMuHapa u
OCHOBHbIE HCTOYHUKH OOCYKACHHS NPEIbABIAIOTCS 10 00CY>KACHUS U AETaIbHOIO 03HAKOMIIEHH, u3yueHus. Llenu oGcyxnenuit
HaIlpaBJIeHbl Ha (GOPMUPOBAHUE HABBIKOB MPodeccHoHaIbHOM MONIEMUKH U 3aKpenyieHne oocyxaaeMoro Matepuana. CeMuHap — 3To
Takas ¢popMa opraHusaiuu oOyueHus, Ipx KOTOPOH Ha 3Tare NOATOTOBKH JOMUHHUPYET CaMOCTOSITeNbHAas paboTa yyanmxcs ¢
yueOHO MuTepaTypoi U APYrUMH AUAAKTHUECKUMU CPEJICTBAMU HaJl cepUel BOIIPOCOB, MpolJieM U 3aj1ad, a B IIPOIEcCe CEMUHApa
HUIYT aKTUBHOE 00CYKJIeHNE, TUCKYCCUU M BBICTYIUICHHUS YYalIUXCs, TJie OHU MO PYKOBOJCTBOM IIPENoJaBaTess AeIaoT
o0oO1maromye BpIBOABI U 3aKiitodeHus. CeMuHap nperHasHayeH 1 yriayOJIeHHOTO 3yUeHHs AUCIUIUINHBI, OBJIAICHUS
METO/I0JIOTUEH HAyYHOTO MO3HAHUS, TO TJIaBHAs 11€JIb CEMHUHAPCKHUX 3aHATHH — 00eCIeUUTh CTYJEHTaM BO3MOXHOCTb OBJIAJIETh
HaBBIKAMH U YMEHHSAMH UCTIOJIb30BaHUS TEOPETHUECKOT0 3HAHUS MPUMEHUTEIHHO K OCOOEHHOCTSIM M3Y4aeMOH OTpacH.

MCTO}II/I‘{CCKI/IC PECKOMCHAAIUH IO TIOATOTOBKE K 3CCE

OnHUM U3 BUOB CAMOCTOSITENBHOM PabOTHI CTYICHTOB SIBIISIETCS] HATUCAHIE TBOPUYECKOH PabOThI MO 3aJaHHOH JTMO0 COTIaCOBaHHOMN
¢ mmpenozasareseM TeMe. TBopueckast paboTa (3cce) npencTaBisieT codoi opurnHaibHoe npoussenenue oosemoM 500-700 cnos,
HOCBSIIIEHHOE KaKOH-TH00 3HAYMMOHN KJIacCHYECKOM MO0 COBpEeMEHHOH IpobieMe B ONpeaesIeHHOI TEOpEeTHIEeCKOH U
IpaKTHYecKoil oomacTu. TBopueckas paboTa He ABIseTCS pedepaToM M He JOJDKHA HOCHTH OITICAaTeNbHBII XapakTep, O0JbIIoe
MECTO B Heif TOIDKHO OBITH YACNCHO apryMEHTHPOBAaHHOMY IIPEICTABICHUIO CBOCH TOYKHU 3PEHHS CTYICHTaMH, KPUTHIECKON OIIEHKE
paccMaTpHBaEMOro MaTepuaia u IPOoOIeMaTHKH, YTO JOJDKHO CIIOCOOCTBOBATh PACKPBHITHIO TBOPUYECKUX M aHATUTHIECKUX
criocobHOCTei. L{enn HanmcaHus Scce — HAYIUTHCS JIOTHIECKH BEPHO M apIyMEHTHPOBAHO CTPOUTH YCTHYIO U MHCEMEHHYIO PEYb;
paboTath Haj yriyOJeHHEM U cHCTEMaTh3alield CBOUX (GHIIOCOPCKUX 3HAHUI; OBJIAAETh CIIOCOOHOCTBIO HCIIOJIb30BaTh OCHOBBI
3HAHMH U1 HOpMHUPOBAHUS MHPOBO33PEHUECKON MO3ULUH. [IpUCTynas K HaMMCAHUIO ACCE, U3JIOKHUTE B OJJHOM TP €AT0KEHNUH, UTO
MMEHHO BBl OyJZieTe YTBEpKIaTh M AOKa3bIBaTh (CBOH TE3UC).



MeTO,HI/I‘-IeCKI/Ie PCKOMEHAAIUU 10 TMTOATOTOBKE K JOKJIay

J71s1 OATOTOBKY OKJIaaa He0OOXOIMMO BEIOPATh aKTyallbHYIO TeMy. JKenaTenbHo, 4To0bI TeMa ObUIa HHTEPECHA TOKIauUKy U
BBI3BIBANIA JKEJIAaHUE KaUeCTBEHHO MOATOTOBUTH MaTepHaisl. [IoAroToBKa T0KIaqa IpeoaracT: onpeiesieHne en J0KIaia,;
1oa00p HeoOXOJMMOT0 MaTepHaia, ONPEACISIOIETO COAEPKAHNEe TOKIIaa; COCTaBIeHHE IIaHa JOKIA1a, pacipeelcHue
coOpaHHOTO MaTepuana B HeOOXOUMOH JIOTHIECKOH MOCIe0BATENHLHOCTH.

Komnosumus nokiasa uMeeT BCTYIUIEHHE, OCHOBHYIO YacTh U 3aKJIIOUEHHE.

Berynenue qomkHO coiepykaTh: Ha3BaHUE JI0KJIaa; COOOIEHHE OCHOBHOW HJIEH; COBPEMEHHYIO OLIEHKY NpeAMeTa U3JI0KESHUS;
KpaTKoe MepevyrciIeHnue pacCMaTpUBAEMBIX BOIIPOCOB; HHTEPECHYIO JUIs cliymiareneid popmy nznoxeHus. OCHOBHas 4acTh, B
KOTOPOI HEOOXOIUMO PACKPHITH CYTh TEMBI, OOBIYHO CTPOUTCS 110 MPUHIUITY 0TYETA. 3a1a4a OCHOBHOM YacTH: MPEACTAaBUTh
JOCTaTOYHO JAAHHBIX AJISI TOTO, YTOOBI CITyIIATEeNH 3aHHTEPECOBATINCH TEMO.

3akimoueHue — 4€Tkoe 0000IIeH e H KPaTKHe BEIBOABI [0 H3JIaraeéMoi TeMe.

Meroauueckue PECKOMCHIAIUH 10 ITOATOTOBKE K CO6CCGHOB3HI/IIO

CobecenoBaHne — CpeCTBO KOHTPOJIS, OPraHM30BaHHOE KaK ClienualibHas Oecea mpenoaaBaTess ¢ 00yJalomuMces Ha TEMBI,
CBSI3aHHBIE C M3y4aeMOW JAUCIUILIMHOM, 1 PACCYMTAHHOE Ha BhISICHEHHE 00beMa 3HaHUI 00yUaloIerocs Mo onpeeieHHOMY
pasneny, Teme, npobyieMe U T.1II.

Lenb cobecenoBanus: NpoBepKa YCBOSHHs 3HAHH; yMEHUH IPUMEHATh 3HAHUS; CPOPMUPOBAHHOCTHU NMPO(ECCHOHATIBHO 3HAYMMBIX
JIMYHOCTHBIX KaueCTB.

IoaroroBka k codece10BaHMIO IIPEIIoaraeT MOBTOPEHUE IIPOHICHHOT0 MaTepHalla i pHoOpeTeHHe HaBBIKa CBOOOIHOTO BIIaJICHUS
TEPMHUHOJIOTHEH U (aKTUUECKUMH JaHHBIMU I10 OIIPEACICHHOMY Pa3ey JUCIUIUINHEI (MOLYJIs).

Meroanueckue PECKOMCHIAIUH IO ITOATOTOBKE K TeCTHpOBaHI/I}O/ HUTOTOBOMY TCCTUPOBAHUIO

TecTupoBaHHE/NTOrOBOE TECTHPOBAHKE — ITO CHCTEMA CTAHAAPTU3HPOBAHHBIX 3aJaHHH, ONPECICHHOTO COACPIKAHUS H
YIOPSIIOYEHHBIX B PaMKaX ONpPENeIeHHOH CTpaTeruy NpeabsBIeHHs, I03BOJIIOIIAs KAUECTBEHHO OLIEHUTh CTPYKTYPY U

3G QEKTUBHO U3MEPUTH YPOBEHb 3HAHUM, YMEHHI U HABBIKOB 10 JUCIUILINHE (MOAYI0). TecTupoBaHMe M103BOJISET OLEHUTD Y
CTYJICHTOB YPOBEHb 3HAaHUH (PaKTHYECKOr0 MaTepuala, yMEHUS JIOTUUECKH MBICINUTh, CIIOCOOHOCTHU K pedIeKCHU U TBOPYECKOMY
HOAXOAY K PEIICHUIO IOCTABICHHOH 3a1a4l Ha KaXKI0M 3TaIe UX 00ydeHus..

Ipu camocTOATENBHON MMOATOTOBKE K TECTHPOBAHHUIO CTYIEHTY HEOOXOIIMO!

- 4eTKO BBISICHUTH BCE YCIIOBHS TECTHPOBAHHMS 3apaHee (CKOIBKO TeCTOB OymeT MPeaIoKeHO, CKOIBKO BPEMEHH OTBOIUTCS Ha
TECTUPOBAHUE, KAKOBA CUCTEMA OLEHKU PE3YIIbTATOB);

- IPOKOHCYIBTHPOBATHCS C MPETOaBaTelieM 10 BOIIPOCY BEIOOpa yIeOHOH TUTepaTypsl;

- mpopaboTaTh UHGOPMALMOHHBIH MaTepyall 10 pa3ely JUCLIUILINHE;

- KOHCIIEKTUBHO BBIITHCATh U3 COOTBETCTBYIOIINX Pa3/e/IoB y4eOHON TUCIUIIINHBI OCHOBHBIC ITOHATHS, KIIOUEBbIE HJIEH,
TEOPETUYECKUE KOHLETIUH U TTOAXObI;

- IOBTOPUTH TEOPETUUECKUI MaTepUall JICKIUI, CAMOCTOSTENFHO U3YUYSHHON yueOHOH U Hay4HO! JINTepaTyphl, CEMUHAPCKUX
3aHATHH.

IIpu BBINOIHEHUM TECTOBBLIX 3aJaHUI PEKOMEHIYETCS:

- BHUMATEIbHO MOJHOCTBIO IIPOYNTATh BONIPOC M IIpeiaraeMble BAPHAHTHI OTBETOB, BRIOPAThH NIPABIIIbHBIE U3 HAX (MX MOXKET OBITh
HECKOJIBKO);

- [IpY 3aTPyJHEHUU IPHU OTBETE HA CIOXKHBIN AJISL CTYJIEHTa BONIPOC Lieleco00pa3Ho NePeXouTh K JPYruM Bompocam tecta. ITo
3aBEpIIEHHUIO OTBETOB Ha BCE MOCIEAYIONINE BOIPOCH TECTa HEOOXOUMO BEPHYTHCS K TPYAHOMY BOIIPOCY U 1aTh Ha HETO
MPOJyMaHHbI! OTBET;

- 10 OKOHYaHHHU TECTUPOBAHUSA CIELyeT IPOBEPUTH IIPABUIBHOCTD JaHHBIX OTBETOB HAa BOIIPOCHI TECTA, YTOOBI U30€KaTh
MEXaHHIECKHX OIIHOOK.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 11O MOATOTOBKE K 3K3aMCHY

N3zydyenne MHOTHX 001IenpohecCHOHaNbHBIX U CIENUaIbHBIX JUCIHIUIMH 3aBepIuaeTcs dk3aMeHOM. [10AToToBKa K K3aMeHy
CIOCOOCTBYET 3aKpEIUICHUIO, YIIyOJeHn o 1 00001IeHII0 3HaHUi, OTy4aeMblX, B Ipoliecce 00y4eHus, a TaKKe IPUMEHEHHUIO UX K
PEUICHHIO MPAKTUYECKUX 3a1a4. [ 0TOBACH K SK3aMeHY, CTY/ICHT JIMKBUAMPYET UMEIOIINECS MPOOesbl B 3HAHUAX, YTIIyOIseT,
CUCTEMATHU3UPYET U YIOPSI0YMBAET CBOM 3HaHUs. Ha sK3aMeHe CTYACHT IEMOHCTPUPYET TO, YTO OH MpUOOpeEN B Ipoliecce
00y4eHHs TI0 KOHKPETHOW TUCIMILIMHE (MOIYJII0). DK3aMEHAIIMOHHAS CECCUSl — ATO CEPHsl IK3aMEHOB, YCTAHOBJICHHBIX YUCOHBIM
I1aHOM. MexXly SK3aMeHaMu UHTepBall 2-4 1HA, B T€UEHUE CTYJCHT CUCTEMaTH3HPYET Y)Ke UMeroecs 3HaHus. Ha koHcynpranuu
repes] 9K3aMeHOM CTYICHTHI JOJDKHBI OBITh O3HAKOMJIEHBI C OCHOBHBIMHU TPEOOBAHUSIMHU U MOJIyYUTh OTBETHl HA BO3HUKAIOLINE B
rporecce noAroTOBKU

Bornpockl. Heo0xoauMo OpHEeHTHPOBATH CTYICHTOB Ha CHCTEMAaTHYECKYIO MOJITOTOBKY K 3aHATHAM B TEUEHHE CEMECTPA, UTO
MO3BOJIUT MCIOJIB30BATh BPEMsI SK3aMEHAIIMOHHOW CECCUH ISt

CHUCTeMAaTH3alU1 3HAaHUM.

Meroauyeckue peKOMEHJAlUK 10 MOJrOTOBKE K 3a4eTy/3a4eTy ¢ OLEHKOH

B x071€ NoAroToBKH K 3a4eTy/3a4eTy C OLIGHKOH CTYACHT, B IEPBYIO OYepE/ib, JIOJDKEH CUCTEMAaTU3UPOBATh 3HAHUS, MTOJyYCHHBIC B
X0JIe U3y4eHHs AUCUMITIHHBL K 3a4eTy/3a4eTy ¢ OIeHKOH He00X0AMMO TOTOBUTHCS 1IEJICHATIPABICHHO, PETYIISPHO, CHCTEMAaTHUECKH
W C MEpPBBIX JTHEH 00y4YeHUs 10 JaHHOH nucuuIuinHe (Moayinio). B camoM Havane yueOHOro Kypca o3HaKOMbTECh CO CIIETYyOLIeH
y4eOHO-METOANYECKOH TOKYMEHTaIHEeH:



- IPOTPaMMO¥ JUCIUTLTHHBI (MOJYJIS);

- epeYHeM 3HAHHUM, YMCHHUI 1 HaBBIKOB, KOTOPBIMH CTY/CHT JOJDKCH BIAJICTh;

- TeMaTHYCCKUMH IJTAHAMH JICKLIUH, CCMHHAPCKUX 3aHSTHIA;

- y4eOHHKaMH, yIeOHBIMHU TOCOOMSIMHE TI0 IUCUHUILUIHHE, @ TAKXKE IEKTPOHHBIMHU PECYpCaMu;

- IepeYHEM BOTIPOCOB K 3a4€Ty/3a4eTy C OLICHKOM.

Tocre 3TOr0 y 00y4aroNMXCst JOJHKHO CHOPMHUPOBATHCS YETKOE MPECTaBICHUE 00 00beMe U XapaKkTepe 3HAHUN U YMEHHUIA,
KOTOPBIMH HaJI0 OY/IET OBIAJCTh MO AUCIUIUTHHE (MOAYI0). CHCTEMAaTHYECKOE BHIMOTHEHHE YIeOHOH paboThI Ha JSKIUIX U
71ab0PaTOPHBIX 3aHATHSX MO3BOJIUT YCIEIIHO OCBOUTH JUCHHUIUIAHY (MOYJIb) U CO3JATh XOPOIIYIO 0a3y AL Coavu 3a4eTa/3adera ¢
OLICHKOHA.

7. YHEBHO-METOANYECKOE U THOOPMAIIMOHHOE OBECHEYEHUE JUCHUIIIMHBI (MOJY JISI)

7.1. PekoMeHyeMas JuTepaTypa

7.1.1. OcHOBHas JIUTEpPaTypa

JI.1.1 | Ba6am A.B., Bapanosa E.K., MenbaukoB F0.H. Mudopmannonnas 6e3omacHocTh. JIabopaTopHbIil TPaKTHKYM +
ellpunoxxenue [DnekTpoHHBIN pecypc]: Yuebnoe nocodue. - Mocksa: KnoPyc, 2023. - 131 c. — Pexxum nocryna:
https://book.ru/book/949452

J.1.2 | Menbuaukos B.II., Kynpusnos A.1., Bacunsesa T.10., MenbnuxoB B.IT. UudopmaionHas 6€300acHOCTb [DIeKTPOHHBIH
pecypc]:Yuebuuk. - Mocksa: KunoPyc, 2023. - 371 c. — Pesxum nocryma: https://book.ru/book/950148

JI.1.3 [ TIpoxoposa O. B. UudopmaimonHas 6€301macHOCTh | 3aliuTa HHGOPMALUK [ DIEKTPOHHBIHN pecypc]:yueOHUK s BY30B. -
Canxr-TlerepOypr: Jlanb, 2023. - 124 c. — Pexxum nocryma: https://e.lanbook.com/book/293009

JI.1.4 | Menbuukos B.I1., Kynpusaos A.U., Mensaukor B.I1. T opmannonHas 6e30macHOCTh [ DNEKTpOHHBIH pecypc]: YueOHuK.
- Mocksa: KaoPyc, 2025. - 267 ¢. — Pexxum mpocrtyna: https://book.ru/book/955528

7.2. JInnieH3MOHHOE U CBOOOJHO pacnpocTpaHsieMoe NPOrpaMMHoe odecrieyeHre B TOM YHCJIe 0Te4eCTBEHHOT0 MPOU3BOACTBA

721 Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

7.2.3 | Microsoft®WINHOME 10 Russian Academic OLP ILicense NoLevel Legalization GetGenuine

7.2.4 | Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. Ilepeuens npogeccHoHAIBLHBIX 0a3 TaHHBIX, HHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM H pecypcoB cetd UHTepHeT

7.3.1 | DnexrponHo-6mOIHMOTeYHAs cucTema "Jlanp". Pexxnm noctyma: https://e.lanbook.com/

732 OnexTpoHHO-01OIMOTeYHas cucTeMa ""YHUBepcuTeTcKas oubnuoreka onnain". Pexxum nocryna: https://biblioclub.ru/

7.3.3 | DnexrponHo-6ubmHoTeyHas cuctema "BOOK.ru". Pexxum noctymna: https://book.ru/

7.3.4 | Baza gaHHBIX MEXTyHApPOIHOTO MHJCKCA HAYYHOTO IUTHPOBaHM SCOPUS. Pexxnm moctymna: http://www.scopus.com/

7.35 EmrHoe OKHO ocTyIa K 00pa3oBaTelibHbIM pecypcaM. Pesxxum poctyma: http://window.edu.ru/

7.3.6 |Hayunas snexrponnas 6udnmoreka "eLIBRARY.RU". Pexum nocryna: https://www.elibrary.ru/

7.3.7 |IUIAT®OPMA OHJIAMTH-OBPA3OBAHUS «PA3YMpy. Pexxum noctyma: https://razoom.mgutm.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE JUCHUITJIMHbBI (MOZY JISI)

8.1 Anpec: 453850, Pecniyonuka bamkoproctaH, p-u Mesey3oBckuid, r. Meneys, yi. CMoneHckas, 1. 34, ctpoenue 1:
aynuropus 16-303 - JlabopaTtopust «IHTEpHET TEXHOIOTHI»

YuebOHas ayauTOpus IS IPOBEACHUS 3aHATUH 1a00paTOPHOTO U MPAKTUYECKOTO TUIIA; I KyPCOBOTO NPOEKTHPOBAHUS
(BBINOJIHEHHS KYPCOBBIX padoT); A IPOBEACHHS I'PYIIOBLIX U HMHAWBUYAIbHBIX KOHCYIBTAIUH]; I TEKYIIEr0 KOHTPOJIL
U IPOMEKYTOUHON aTTecTaluu

: Paboune mecta oOyuaromuxcs; Pabouee mecto npenogasatens; HoyrOyk; IIpoexTop nepeHoCHON; DkpaH NEepEeHOCHOMH;
KiraccHas nocka; 10 pabounx mect obywaronuxcst ocHameHHse [I9BM ¢ moakmoyeHneM K CeTH HHTEPHET
o0ecIieueHNeM JOCTyIa B JIEKTPOHHYI0 HH()OPManOHHO-00pa30BaTeNlbHYIO cpely Y HUBEpCHTETA

9. OPTAHU3AIIMSA OBPA3OBATEJIBHOI'O ITPOLECCA AJ1s JINL C OTPAHUYEHHBIMHT
BO3MOXHOCTAMM 31OPOBbSA

Opranusanust 00pa3oBaTeILHOTO MPOIIECCa AJIS JIUL] ¢ OTPAaHUYEHHBIMU BO3MOXHOCTSIMH 37I0POBbsSI OCYIIECTBIISIETCS B
COOTBETCTBHH C «MeTOIMUECKIMHU PEKOMEHIALMSIMH 110 OpraHU3aLK 00pa30BaTeIbHOTO Hpoliecca JUIsl HHBAIUIOB U JIHIL C
OTpPaHUYEHHBIMHU BO3MOKHOCTSIMH 3/I0POBbsI B 00pa30BaTEIbHBIX OPraHU3AIUAX BRICIIET0 00pa30BaHM, B TOM YHCIIE
OCHAIIIEHHOCTH 00pa3oBaTeIbHOr0 nporecca» MunncrepcrBa oopazoanus U Hayku PO ot 08.04.2014r. Ne AK-44/058H. B
00pa30BaTeTFHOM IPOLIECCE UCTIONB3YIOTCS COIMAIbHO-aKTHBHEIE U pe(IEKCHBHBIE METOABI 00YIEHU, TEXHOJIOTHH
COIIMOKYJIbTYPHOH peabMINTAINH C LEJIbI0 OKa3aHUs TIOMOIIH B YCTaHOBJIEHHH TTOJIHOIEHHBIX MEKJIMYHOCTHBIX OTHOLIEHHH C
JIPYTUMH CTyJCHTAMH, CO3IaHUH KOM(POPTHOTO IICUXOJIOTHYECKOTO KIIMMAaTa B CTyAeHUeCKoH rpymme. CTyIeHTHI ¢
OTpaHWYEHHBIMH BO3MOXXHOCTSIMH 3/I0POBbsI, B OTIMYHE OT OCTAIBHBIX CTYIEHTOB, UIMEIOT CBOH CIlelIM(UUECKHE OCOOEHHOCTH
BOCTIpHATHS, TepepadoTku MaTepuaina. [lonbop u pa3paboTka yd4eOHBIX MaTEepHAIOB TPOU3BOIUTCS C YIETOM WHANBUIYATBHBIX
ocobenHoctel. [IpexycMoTpeHa BO3MOXKHOCTD 00Y4YEHUsI 110 MHANBUAYaIbHOMY I'paduKy, IpH COCTaBICHUN KOTOPOTO
BO3MOYKHBI pa3IMYHbIE BAPHAHTHI IPOBEACHUS 3aHATHUIL: B aKaJleMUIECKOM IPpyNIe U MHAUBUYadbHO, HA IOMY C
WCIIOJIb30BaHNEM JAUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHH.
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